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3DOHYLþLXV 3 (OHFWURQLF PRQH\ PRGHO LPSOHPHQWDWLRQ LQ VWDQGDUG DQG OLPLWHG DULWKPHWLFV
V\VWHPV  0DVWHUµV ZRUN LQ DSSOLHGPDWKHPDWLFV  VXSHUYLVRU GU SURI ( 6DNDODXVNDV 'HSDUWPHQW
RI $SSOLHG PDWKHPDWLFV )DFXOW\ RI )XQGDPHQWDO 6FLHQFHV .DXQDV 8QLYHUVLW\ RI 7HFKQRORJ\ ±
.DXQDV 011 ±  S
6800$5<
$V PRELOH SKRQHV DQG WHFKQRORJ\ DGYDQFH QHZ RSSRUWXQLWLHV IRU LPSOHPHQWDWLRQ RI HOHNWURQLF
PRQH\ V\VWHPV EHFRPH SRVVLEOH (OHFWURQLF PRQH\ LV RQH RI WKH ODWHVW PHWKRGV IRU SD\LQJ IRU JRRGV
DQG WKHUH DUH MXVW D IHZ LPSOHPHQWDWLRQV ,Q WKLV ZRUN LPSOHPHQWDWLRQ RI 6WHIDQ %UDQGV HOHFWURQLF PR
QH\ PRGHO ZDV SHUIRUPHG 6WHIDQ %UDQGV SURWRFRO ZDV LPSOHPHQWHG XVLQJ -DYD ODQJDXJH LQ VWDQGDUG
FRPSXWHU DQG LQ PRELOH SKRQH (IILFLHQF\ RI WKHVH LPSOHPHQWDWLRQV ZDV HVWLPDWHG DQG LW ZDV IRXQG WKDW
LPSOHPHQWDWLRQ RQ PRELOH SKRQH LV DSSUR[LPHWO\ 100 WLPHV VORZHU XVLQJ -DYD0( SODWIRUP $ OLEUDU\ IRU
IRU GRLQJ DULWKPHWLF RSHUDWLRQV OLNH DGGLWLRQ VXEUDFWLRQ PRGXOXV PRGXODU H[SRQHQWLDWLRQ ULJKW VKLIW
HWF ZDV LPSOHPHQWHG XVLQJ VPDUW FDUG HQYLURPHQW $V LW LV QRW SRVVLEOH WR XVH FU\SWRJUDSKLF SURFHVVRU
GLUHFWO\ 56$ HQFU\SWLRQ VFKHPH ZDV XVHG WR SHUIRUP PRGXODU H[SRQHQWLRQ 5HVXOWV RI LPSOHPHQWDWLRQ
VSHHG ZHUH JLYHQ DQG LW ZDV FRQFOXGHG WKDW ZKROH FOLHQW VLGH LPSOHPHQWDWLRQ XVLQJ -DYD &DUG HQYLUR
PHQW ZDV WZR VORZ VR PL[HG PRGHO ZDV VXJJHVWHG 7KLV ZRUN DOVR FRQVLVW RI WHFKQLFDO DQG VRIWZDUH
DQDO\VLV QHHGHG WR SHUIRUP HOHFWURQLF PRQH\ LPSOHPHQWDWLRQ $OVR D EULHI UHYLHZ RI FU\SWRJUDSKLF DQW
PDWKHPDWLF PHWKRGV XVHG LQ 6WHIDQ %UDQGV GLJLWDO FDVK V\VWHP ZDV SHUIRUPHG
785,1<6
ƲYDGDV 
1 $QDOLWLQơ GDOLV 
11 (OHNWURQLQLǐ SLQLJǐ PRGHOLDL VDY\EơV LU WHQGHQFLMRV                     
1 (OHNWURQLQLǐ SLQLJǐ WHLVLQLDL DNWDL (XURSRV VąMXQJRMH                    
1 .ULSWRJUDILMRV LU VNDLþLǐ WHRULMRV WDLN\PDV HOHNWURQLQLǐ SLQLJǐ PRGHOLXRVH         
1 6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLV                          
1 7HFKQLQơ LU SURJUDPLQơ ƳUDQJD                                10
1 'DUER XåGDYLQLDL                                       10
 0HWRGRORJLQơ GDOLV 1
1 0RGXOLQơ DULWPHWLND JUXSLǐ LU ODXNR WHRULMD                         1
 0RGXOLQơ HNVSRQHQWơ LU GLVNUHWDXV ORJDULWPR XåGDYLQ\V                   1
 .ULSWRJUDILQơV YLHQNU\SWơV IXQNFLMRV                             1
 6FKQRUU DXWHQWLNDFLMRV LU SDUDãR VFKHPRV                           1
 .LWL NULSWRJUDILQLDL PHWRGDL LU VFKHPRV                            1
 6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLV                          1
 1RNLD 1 PRELOXVLV WHOHIRQDV                                
 0LNURSURFHVRULQơV NRUWHOơV                                  
 -DYD &DUG VWDQGDUWDV                                     
10 (OHNWURQLQLǐ SLQLJǐ UHDOL]DFLMRV LU W\ULPR UHLNDODYLPDL                    
 (OHNWURQLQLǐ SLQLJǐ UHDOL]DFLMD 1
1 $XWRPDWLQLV PRGHOLR SDUDPHWUǐ JHQHUDYLPDV                        1
 0RGHOLR UHDOL]DFLMD -DYD 6( SODWIRUPRMH                           
 3URJUDPǐ -DYD 0( LU -DYD &DUG SODWIRUPRVH NRQVWUDYLPDV LU GLHJLPDV           
 0RGHOLR UHDOL]DFLMD -DYD 0( SODWIRUPRMH                           





1 SULHGDV $ULWPHWLQLǐ IXQNFLMǐ UHDOL]DFLMD PLNURSURFHVRULQơMH NRUWHOơMH 
 SULHGDV 6WDIDQ %UDQGV PRGHOLR UHDOL]DFLMD 1
,/,8675$&,-Ǐ 6Ą5$â$6
1 0RELOXVLV WHOHIRQDV 1RNLD 1 &ODVVLF                           
 .RQWDNWLQơV PLNURSURFHVRULQơV NRUWHOơV SDY\]G\V                      
 %HYLHOLV PLNURSURFHVRULQLǐ NRUWHOLǐ VNDLW\WXYDV $&5 $&6 1               
1 %HQGUD UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -6( SODWIRUPRMH       
 9HUVOLQLQNR UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -6( SODWIRUPRMH     
 9DUWRWRMR UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -6( SODWIRUPRMH      
 (OHNWURQLQLǐ SLQLJǐ WHVWDYLPDV PRELODXV WHOHIRQR HPXOLDWRULXMH               
 %HQGUD UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -0( SODWIRUPRMH       
 9HUVOLQLQNR UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -0( SODWIRUPRMH     
 9DUWRWRMR UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -0( SODWIRUPRMH      
/(17(/,Ǐ 6Ą5$â$6
1 'LVNUHWDXV ORJDULWPR VNDLþLDYLPR DOJRULWPDL LU VXGơWLQJXPR ƳYHUþLDL            1
 'XRPHQǐ DSVLNHLWLPR $3'8 LQVWUXNFLMRV VWUXNWǌUD                     
 'XRPHQǐ DSVLNHLWLPR $3'8 DWVDNR VWUXNWǌUD                        
1 6NDLþLǐ UHSUH]HQWDFLMD EDLWǐ PDV\YH NDL p \UD  ELWǐ                    
 2SHUDFLMǐ Y\NG\PR ODLNDV                                  0
Ʋ9$'$6
7REXOơMDQW PRELOLHVLHPV WHOHIRQDPV LU NLWRPV WHFKQRORJLMRPV DWVLUDQGD JDOLP\Eơ SDNHLVWL DUED
SDSLOG\WL ULQNRMH QDXGRMDPXV JU\QXRVLXV SLQLJXV MLHPV HNYLYDOHQþLDLV HOHNWURQLQLDLV SLQLJDLV .DGDQJL
HOHNWURQLQLDL SLQLJDL \UD VNDLWPHQLQơ LQIRUPDFLMD NXULą QHVXGơWLQJD NRSLMXRWL ãLDL LQIRUPDFLMDL DSVDXJRWL
\UD SDVLWHONLDPL NULSWRJUDILQLDL LU PDWHPDWLQLDL PHWRGDL $WHLWLHV WHFKQRORJLMRV ƳJDOLQV åPRQHV DWVLVDN\WL
LGHQWLILNDFLMRV GRNXPHQWǐ NUHGLWLQLǐ LU NLWǐ NRUWHOLǐ MDV UHDOL]XRMDQW PRELOLDMDPH WHOHIRQH âLRMH LQI
UDVWUXNWǌURMH DWVLUDQGD YLHWD HOHNWURQLQLDPV SLQLJDPV
.DGDQJL HOHNWURQLQLDL SLQLJDL \UD YLHQD QDXMDXVLǐ HOHNWURQLQLR DWVLVNDLW\PR WHFKQRORJLMǐ ãLXRPHWX
Mǐ UHDOL]DFLMD ULQNRMH \UD ULERWD (XURSRV .RPLVLMD MDX 000 PHWDLV LãOHLGR GLUHNW\Yą VNDWLQDQþLą HOHNW
URQLQLǐ SLQLJǐ VLVWHPǐ NǌULPą 00 PHWDLV EXYR DWOLNWDV ãLRV GLUHNW\YRV YHUWLQLPDV LU GơO 000 PHWǐ
GLUHNW\YRV QHLãVDPXPR EHL OơWRV HOHNWURQLQLǐ SLQLJǐ LQIUDVWUXNWǌURV DGDSWDFLMRV (XURSRV ULQNRMH 00
PHWDLV EXYR SDUXRãWD DQWURML GLUHNW\YD
'DUEH UHDOL]XRMDPRV 6WHSKDQ %UDQGV VLVWHPRV SDJULQGLQơ VDXJXPR GDOLV \UD GLVNUHWDXV ORJDULWPR
DSVNDLþLDYLPR SUREOHPD WRGơO VLVWHPRV SURWRNROXRVH GDåQDL QDXGRMDPD PRGXOLQơV HNVSRQHQWơV RSHUD
FLMD .DGDQJL GLUEDPD VX GLGHOLDLV VNDLþLDLV 1 ELWǐ ODEDL VYDUEXV ãLRV RSHUDFLMRV UHDOL]DFLMRV JUHLWLV
âLXRODLNLQLXRVH NRPSLXWHULXRVH GDUEXL VX GLGHOLDLV VNDLþLDLV \UD VXNXUWRV ƳYDLULRV ELEOLRWHNRV .DGDQ
JL PRELOLǐMǐ WHOHIRQǐ FKDUDNWHULVWLNRV åHQNOLDL QXVLOHLGåLD ãLXRODLNLQLDPV NRPSLXWHULDPV VYDUEX DWOLNWL
HOHNWURQLQLǐ SLQLJǐ UHDOL]DFLMRV WHOHIRQH JDOLP\ELǐ EHL WHFKQLQơV ƳUDQJRV UHLNDOLQJRV HOHNWURQLQLǐ SLQLJǐ
UHDOL]DFLMDL ƳJ\YHQGLQWL DQDOL]Ċ
'DUEH VXULQNWD PHWRGRORJLQơ PHGåLDJD DSLH ãLDPH HOHNWURQLQLǐ SLQLJǐ PRGHO\MH QDXGRMDPDV NULS
WRJUDILQHV VFKHPDV LU PHWRGXV 6FKQRUU DXWHQWLNDFLMRV LU SDUDãR VFKHPD DSULERMDQWLV DNODVLV SDUDãDV
UHSUH]HQWDFLMRV XåGDYLQ\V QXOLQLR DWVNOHLGLPR ƳURG\PDV LU NLWD 7DLS SDW SDWHLNLDPRV SDJULQGLQơV VNDL




7REXOơMDQW WRNLRPV WHFKQRORJLMRPV NDLS PRELOLHML WHOHIRQDL LQWHUQHWDV LU EHYLHOLDL WLQNODL DWVLUDQGD
QDXMRV NRPHUFLMRV JDOLP\EơV âLDLV ODLNDLV GLGåLRML GDOLV PRNơMLPǐ \UD DWOLHNDPL QDXGRMDQW PRNơMLPR
NRUWHOHV EHW MRV WXUL GX GLGHOLXV WUǌNXPXV PRNơMLPǐ QHDQRQLPLãNXPDV LU SULYDORPDV EDQNR GDO\YDYL
PDV PRNơMLPR PHWX WRGơO UHLNDOLQJDV WLHVLRJLQLV LQWHUQHWR U\ã\V VX EDQNX (OHNWURQLQLDL SLQLJDL SDJDO
6DNDODXVNDV HW DO 00 DSLEUơåLDPL NDLS ILQDQVLQơV NULSWRJUDILMRV GDOLV WXULQWL XåWLNULQWL SDWRJLą LU VDX
JLą SLQLJǐ EHL SUHNLǐ SDVODXJǐ FLUNXOLDFLMą LQWHUQHWR WLQNOH WDUS WULMǐ SDJULQGLQLǐ VXEMHNWǐ YDUWRWRMR
EDQNR LU SDUGDYơMR (OHNWURQLQLǐ SLQLJǐ PRGHOLDL \UD NXULDPL WDLS NDG NXR JHULDX LPLWXRWǐ SDSUDVWǐ SL
QLJǐ VDY\EHV (OHNWURQLQLǐ SLQLJǐ VLVWHPRVH VXEMHNWDL YLHWRMH PRQHWǐ LU EDQNQRWǐ NHLþLDVL VNDLWPHQLQLDLV
GXRPHQLPLV NXULXRVH ODLNRPL SLQLJLQƳ YLHQHWą DSLEǌGLQDQW\V SDUDPHWUDL
11 (/(.7521,1,Ǐ 3,1,*Ǐ 02'(/,$, 6$9<%Ơ6 ,5 7(1'(1&,-26
$QRQLPLQLXV HOHNWURQLQLXV SLQLJXV SLUPDVLV SULVWDWơ 'DYLG &KDXP &KDXP 1 -LV SDQDXGRMR
DNOąMƳ SDUDãą NDG EǌWǐ SDVLHNWDV DQRQLPLãNXPDV SLQLJR SDơPLPR Lã EDQNR LU LãOHLGLPR PHWX 3LUPą
MƳ HOHNWURQLQLǐ SLQLJǐ PRGHOƳ YHLNLDQWƳ DWMXQJWLHV RIIOLQH UơåLPX 10 P SULVWDWơ $PRV )LDW 'DYLG
&KDXP LU 0RQL 1DRU âLRV VLVWHPRV SDJULQGą VXGDUơ 56$ DNODVLV SDUDãDV 2NDPRWD LU 2KWD SULVWDWơ PR
GHOƳ NXULDPH ƳJ\YHQGLQWDV SLQLJǐ SHUGDYLPDV NLWDP YDUWRWRMXL LU SLQLJǐ GDOXPDV EHW ãLV PRGHOLV EXYR
QHHIHNW\YXV LU UHLNDODYR GDXJ VLVWHPRV UHVXUVǐ 2NDPRWR 1 1 PHWDLV 6WHSKDQ %UDQGV VWUDLSVQ\
MH Ä$Q (IILFLHQW 2IIOLQH (OHFWURQLF &DVK 6\VWHP %DVHG RQ WKH 5HSUHVHQWDWLRQ 3UREOHP³ SULVWDWơ PRGHOƳ
NXULDPH EXYR åHQNOLDL SDJHULQWDV VDXJXPDV LU UHVXUVǐ SDQDXGRMLPDV âLR PRGHOLR SULQFLSDL YơOLDX EXYR
QDXGRMDPL NDLS SDJULQGDV GDXJHOLXL NLWǐ PRGHOLǐ VXNXUWL 1HLJLDPD DQRQLPLQLǐ HOHNWURQLQLǐ SLQLJǐ SXVơ
\UD WD NDG MLH SDOHQJYLQD QXVLNDOWLPǐ WRNLǐ NDLS SLQLJǐ SORYLPDV WHURUL]PDV ãDQWDåDYLPDV ƳY\NG\Pą
WRGơO LNL ãLRO VLHNLDPD VXNXUWL VLVWHPDV NXULRVH EǌWǐ ƳJ\YHQGLQWD SUHYHQFLMD QHOHLGåLDQWL HOHNWURQLQLXV
SLQLJXV QDXGRWL ãLHPV QXVLNDOWLPDPV Y\NG\WL
<UD VXNXUWD ƳYDLULǐ HOHNWURQLQLǐ SLQLJǐ PRGHOLǐ NXULH WHQNLQWD VNLUWLQJXV UHLNDODYLPXV *DOLPD
LãVNLUWL SDJULQGLQHV HOHNWURQLQLǐ SLQLJǐ VDY\EHV NXULRPLV EǌWǐ JDOLPD DSLEǌGLQWL HOHNWURQLQLǐ SLQLJǐ PR
GHOLXV
1 6DXJXPDV ± SLQLJDL NRPSLXWHULQLDLV WLQNODLV WXUL NHOLDXWL VDXJLDL
 .ODVWRMLPDV ± SLQLJDL QHJDOL EǌWL NODVWRMDPL
 'YLJXER LãOHLGLPR SUHYHQFLMD ± QHWXUL EǌWL JDOLP\EơV SLQLJXV LãOHLVWL NHOLV NDUWXV
 $QRQLPLãNXPDV ± EDQNDV QHWXUL WXUơWL JDOLP\EơV VXVLHWL SLQLJą VX YDUWRWRMX EH SDWLNLPRV ãDOLHV
VXWLNLPR
 (IHNW\YXPDV ± HOHNWURQLQLǐ SLQLJǐ VLVWHPD WXUL EǌWL HIHNW\YL WDOSRV VNDLþLDYLPR LU NRPXQLNDFLMǐ
DWåYLOJLX

 $WMXQJWLHV EǌVHQD ± HOHNWURQLQLDL SLQLJDL WXUơWǐ GLUEWL QHUHLNDODXMDQW WLHVLRJLQLR U\ãLR VX EDQNX
7DLS SDW \UD LãVNLULDPRV SDSLOGRPRV HOHNWURQLQLǐ SLQLJǐ VDY\EơV
1 9DUWRWRMR VHNLPDV ± EDQNR JDOLP\Eơ VHNWL YDUWRWRMR YHLNVPXV VX SLQLJDLV JDYXV SDWLNLPRV ãDOLHV
OHLGLPą
 3LQLJR JUąåLQLPDV ± SDLPWDV SLQLJDV JDOL EǌWL JUąåLQWDV EDQNXL
 1HVXVLHMLPDV ± QHWXUL EǌWL JDOLP\EơV VXVLHWL GX DU GDXJLDX WR SDWLHV YDUWRWRMR LãOHLVWXV SLQLJXV
 1HSDJUƳVWDV DSNDOWLQLPDV ± YDUWRWRMDV DUED SDUGDYơMDV QHJDOL EǌWL QHSDJUƳVWDL DSNDOWLQWL EDQNR MHL
QHSDGDUơ QXVLNDOWLPR
 3HUGDYLPDV ± SLQLJXV WXUL EǌWL OHLGåLDPD SHUGXRWL NLWLHPV YDUWRWRMDPV
 'DOXPDV ± SLQLJDL WXUơWǐ EǌWL GDORPL Ƴ PDåHVQHV GDOLV
9LHQD VYDUELDXVLǐ VDY\ELǐ VNLULDQWL HOHNWURQLQLXV SLQLJXV QXR PRNơMLPR NRUWHOLǐ \UD DQRQLPLãNXPDV
âLRV VDY\EơV GơND HOHNWURQLQLDL SLQLJDL YHLNLD NDLS SDNDLWDODV JU\QLHVLHPV SLQLJDPV EHW ƳYHGDQW DQRQL
PLãNXPą Ƴ HOHNWURQLQLǐ SLQLJǐ PRGHOƳ DWYHULDPDV NHOLDV QXVLNDOVWDPXPXL WRGơO GDXJHOLR NXULDPǐ VLVWH
Pǐ WLNVODV \UD WR LãYHQJWL
1 (/(.7521,1,Ǐ 3,1,*Ǐ 7(,6,1,$, $.7$, (852326 6Ą-81*2-(
(XURSRV 3DUODPHQWDV LU 7DU\ED 000 PHWǐ UXJVơMR 1 G LãOHLGR GLUHNW\Yą 000(% GơO HOHNW
URQLQLǐ SLQLJǐ ƳVWDLJǐ VWHLJLPRVL YHLNORV LU UL]LNą ULERMDQþLRV SULHåLǌURV (XURSRV VąMXQJD HOHNWURQLQLXV
SLQLJXV DSLEUơåLD NDLS SLQLJLQĊ YHUWĊ LãUHLNãWą NDLS SUHWHQ]LMą HPLWHQWXL
1 NXUL \UD VDXJRPD HOHNWURQLQơVH ODLNPHQRVH
 NXUL LãOHLGåLDPD JDYXV Oơãǐ NXULǐ VXPD \UD QH PDåHVQơV YHUWơV QHJX LãOHLVWD SLQLJLQơ YHUWơ
 NXULą ƳPRQơV NXULRV QơUD HPLWHQWDL SULLPD NDLS PRNơMLPR SULHPRQĊ
'ơO OơWRV HOHNWURQLQLǐ SLQLJǐ DGDSWDFLMRV (6 YDOVW\EơVH 00 PHWǐ YDVDULR  EXYR SULVWDW\WD DWDVNDLWD
Ä(OHNWURQLQLǐ SLQLJǐ GLUHNW\YRV 000(% ƳYHUWLQLPDV³ NXULRMH QXVWDW\WD NDG 000(% GLUHNW\YD
EXYR QHLãVDPL LU SDWHLNWL VLǌO\PDL MRV WREXOLQLPXL âLRMH DWDVNDLWRMH WHLJLDPD NDG HOHNWURQLQLǐ SLQLJǐ
SRWHQFLDODV NRO NDV QHEXYR DWVNOHLVWDV LU SDVNDWLQWD DNW\YLDX Y\VW\WL HOHNWURQLQLǐ SLQLJǐ VLVWHPDV
'ơO ãLǐ SULHåDVþLǐ LãOHLVWD QDXMD (6 GLUHNW\YD 00110(& NXULRV SDJULQGLQLDL WLNVODL
 ƲJDOLQWL QDXMǐ LQRYDW\YLǐ LU VDXJLǐ HOHNWURQLQLǐ SLQLJǐ SDVODXJǐ NǌULPą
 6XWHLNWL SULơMLPą SULH ULQNRV QDXMRPV ƳPRQơPV




(OHNWURQLQLǐ SLQLJǐ PRGHOLǐ SDJULQGą VXGDUR HOHNWURQLQLX SDUDãX SDVLUDã\WRV åLQXWơV 'ơO ãLRV SULH
åDVWLHV HOHNWURQLQLǐ SLQLJǐ PRGHOLXRVH QDXGRMDPRV SODþLDL åLQRPRV HOHNWURQLQLǐ SDUDãǐ VFKHPRV 9LHQRV
SRSXOLDULDXVLǐ HOHNWURQLQLǐ SDUDãǐ VFKHPRV \UD 5LYHVW HW DO 1 56$ LU 11 PHWDLV SDVLǌO\WD '6$
DQJO 'LJLWDO 6LJQDWXUH $OJRULWKP VFKHPRV
(OHNWURQLQLǐ SLQLJǐ PRGHO\MH GLGHOĊ VYDUEą XåLPD VXEMHNWǐ DXWHQWLNDFLMD âLDPH GDUEH QDXGRVLPH
&ODXV 3 6FKQRUU VXNXUWą DXWHQWLNDFLMRV LU SDUDãR VFKHPą âLRV VFKHPRV VDXJXPDV SDUHPWDV GLVNUHWDXV
ORJDULWPR DSVNDLþLDYLPR SUREOHPD 6FKQRUU VFKHPD WDLS SDW SDVLWHONLDPD ƳJ\YHQGLQDQW DSULERMDQWƳ DNOąMƳ
SDUDãą LU SUHYHQFLMDL QXR GDXJNDUWLQLR SLQLJR LãOHLGLPR
(VPLQơ HOHNWURQLQLǐ SLQLJǐ VDY\Eơ \UD DQRQLPLãNXPDV 1RULQW NDG HOHNWURQLQLV SLQLJDV EǌWǐ DQR
QLPLãNDV NDL NXULRV åLQXWơV WXUL EǌWL SDVLUDãRPRV DNODL ± QHPDWDQW SDþLRV åLQXWơV WXULQLR WRGơO QDXGRMD
PD DSULERMDQþLR DNORMR SDUDãR VFKHPD âLR PHWRGR GơND EDQNDV SDVLUDã\GDPDV DQW HOHNWURQLQLR SLQLJR
SDþLR SLQLJR QHPDWR LU WRGơO QHJDOL VXVLHWL YDUWRWRMR VX SLQLJX
'DXJXPD VNDLþLDYLPǐ YLHãRMR UDNWR NULSWRJUDILMRMH LU HOHNWURQLQLXRVH SLQLJXRVH \UD DWOLHNDPD ODXNH
Zp NXU p \UD GLGHOLV SLUPLQLV VNDLþLXV LU JUXSơMH Gq NXU q \UD WDLS SDW GLGHOLV SLUPLQLV VNDLþLXV EHL
WHQNLQDPD VąO\JD p = kq + 1  âLRV GYL DOJHEULQơV VWUXNWǌURV DWOLHND VYDUEǐ YDLGPHQƳ 'LIILH+HOOPDQ
UDNWǐ DSVLNHLWLPR SURWRNROH 6FKQRUU DXWHQWLNDFLMRV LU SDUDãR VFKHPRMH 6FKQRUU 11 '6$ VFKHPRMH
LU 6WHSKDQ %UDQGV %UDQGV 1 HOHNWURQLQLǐ SLQLJǐ PRGHO\MH
(OHNWURQLQLR SDUDãR VFKHPRVH GLGHOĊ VYDUEą WXUL GLVNUHWDXV ORJDULWPR DSVNDLþLDYLPR XåGDYLQ\V JUX
SơMH Zp NDGDQJL WLHVLRJLQơ NơOLPR ODLSVQLX RSHUDFLMD DWOLHNDPD ODEDL JUHLWDL R GLVNUHþLRMR ORJDULWPR
UDGLPDV NDL p SDNDQNDPDL GLGHOLV \UD VXGơWLQJD LU NRO NDV QHLãVSUĊVWD PDWHPDWLQơ SUREOHPD
(OHNWURQLQLǐ SDUDãǐ LU SLQLJǐ VLVWHPRVH ODEDL GDåQDL QDXGRMDPRV NULSWRJUDILQơV YLHQNU\SWơV IXQN
FLMRV NLWDLS GDU YDGLQDPRV H IXQNFLMRPLV H IXQNFLMRV QDXGLQJD QDXGRWL WXRPHW NDL QRULPH QHULERWR
LOJLR GXRPHQLV DWYDL]GXRWL Ƴ ILNVXRWR LOJLR VDQWUDXNą 7RNLX EǌGX JDOLPD HIHNW\YLDX SDQDXGRWL VNDLþLD
YLPR UHVXUVXV
1 67()$1 %5$1'6 (/(.7521,1,Ǐ 3,1,*Ǐ 02'(/,6
6WHSKDQ %UDQGV SLUPDVLV SULVWDWơ HOHNWURQLQLǐ SLQLJǐ PRGHOƳ SDUHPWą UHSUH]HQWDFLMRV XåGDYLQLX
WRGơO ãLRV VLVWHPRV VDXJXPDV HNYLYDOHQWXV GLVNUHWDXV ORJDULWPR DSVNDLþLDYLPR XåGDYLQLXL 5HSUH]HQWD
FLMRV XåGDYLQLR SDQDXGRMLPDV OHLGR DWVLVDN\WL DQNVWHVQơVH VLVWHPRVH QDXGRMDPRV LãNLUSLPR LU SDơPLPR
DQJO FXW DQG FKRRVH PHWRGRORJLMRV WRGơO SDO\JLQXV VX NLWRPLV VLVWHPRPLV 6WHSKDQ %UDQGV HOHNWUR
QLQLǐ SLQLJǐ PRGHOLV SDVLå\PL GLGHVQLX HIHNW\YXPX LU VDXJXPX 6WHSKDQ %UDQGV PRGHOLV OHLGåLD VXNXUWL
LãSOơWLPXV DQJO H[HWHQVLRQV NXULXRV EXYR VXGơWLQJD ƳJ\YHQGLQWL VHQHVQơVH VLVWHPRVH 6YDUELDXVL PR

GHOLR LãSOơWLPDL \UD VWHEơWRMR DQJO REVHUYHU LU SLQLJLQơV NXULH DWOLHND GLGHOƳ YDLGPHQƳ HOHNWURQLQLǐ
SLQLJǐ GYLJXER LãOHLGLPR SUREOHPDL VSUĊVWL âLV PRGHOLV WDLS SDW XåNHUWD JDOLP\EĊ EDQNXL QHVąåLQLQJDL
DSNDOWLQWL YDUWRWRMą DUED SDUGDYơMą NDV EXYR WDLS SDW ODEDL GLGHOLV WUǌNXPDV LNL WRO VXNXUWRVH VLVWHPRVH
0RGHOLV WDLS JDOL EǌWL LãSOơVWDV WDLS NDG EǌWǐ SDODLNRPDV SLQLJǐ GDOXPDV EHW LNL ãLRO QHUDVWDV HIHNW\YXV
EǌGDV WDL SDGDU\WL 'DXJXPD HOHNWURQLQLǐ SLQLJǐ PRGHOLǐ QDXGRMD ƳYDLULą PHWRGRORJLMą NXUL XåNHUWD NH
OLą WXRV PRGHOLXV SULWDLN\WL NLWRPV JUXSơPV 6WHSKDQ %UDQGV PRGHO\MH QDXGRMDPL PHWRGDL LU SULQFLSDL
OHLGåLD ãL PRGXOƳ SULWDLN\WL 56$ JUXSơPV DUED HOLSWLQLǐ NUHLYLǐ JUXSHL
1 7(&+1,1Ơ ,5 352*5$0,1Ơ Ʋ5$1*$
3DVWDUDLVLDLV PHWDLV WREXOơMDQW WHFKQRORJLMRPV ULQNRMH DWVLUDQGD YLV GDXJLDX ƳUHQJLQLǐ ƳJDOLQDQþLǐ
HOHNWURQLQLǐ SLQLJǐ LU NLWǐ NULSWRJUDILQLǐ VFKHPǐ UHDOL]DFLMą 3ULHã NHOHWą PHWǐ ULQNRMH SDVLURGĊV WHOHIRQDV
12.,$ 1 &ODVVLF ƳJDOLQD NXUWL SURJUDPDV QH WLN WHOHIRQH EHW LU WHOHIRQH HVDQþLRMH PLNURSURFHVRULQơMH
NRUWHOơMH 5HDOL]XRMDQW HOHNWURQLQLXV SLQLJXV PLNURSURFHVRULQơMH NRUWHOơMH DWVLUDQGD QDXMRV JDOLP\EơV
EHW VX MRPLV LãN\OD LU QDXML LããǌNLDL VLVWHPRV UHDOL]DFLMD DWOLHNDPD ULERWǐ UHVXUVǐ VLVWHPRVH VX ULERWX
DULWPHWLQLǐ IXQNFLMǐ SDODLN\PX 'ơO ãLRV SULHåDVWLHV UHLNDOLQJL PHWRGDL OHLGåLDQW\V WRNLDV RSHUDFLMDV
NDLS GDXJ\ED LU PRGXOLQơ HNVSRQHQWơ DWOLNWL VX 1 ELWǐ VNDLþLDLV 6WHUFN[ HW DO 00 SDVLǌO\WD PH
WRGLND OHLGåLDQWL ƳJ\YHQGLQWL QHVXGơWLQJą WHLVLǐ YDOG\PR VLVWHPą PLNURSURFHVRULQơMH NRUWHOơMH JDOL EǌWL
SULWDLN\WD LU GDXJ VXGơWLQJHVQơMH HOHNWURQLQLǐ SLQLJǐ VLVWHPRV UHDOL]DFLMRMH
5HDOL]XRMDQW HOHNWURQLQLǐ SLQLJǐ VLVWHPą SURJUDPDYLPR NDOEǐ VNDLþLXV \UD ULERWDV 0RELOLDMDPH
WHOHIRQH 12.,$ 1 &ODVVLF LU PLNURSURFHVRULQơMH NRUWHOơMH QDXGRMDPRV VXSDSUDVWLQWRV -DYD NDOERV
YHUVLMRV 'ơO ãLRV SULHåDVWLHV NRPSLXWHULQơMH UHDOL]DFLMRMH WDLS SDW SDVLULQNWD -DYD NDOED
5HDOL]DFLMRV PHWX QDXGRMDPL ƳUDQNLDL EXYR SDVLUHQNDPL SDJDO Mǐ SULHLQDPXPą SLUPHQ\EĊ WHLNLDQW
DWYLUR NRGR SURJUDPRPV 7DLS SDW GDXJ GơPHVLR EXYR VNLULDPD ƳUDQNLDPV NXULH OHLVWǐ DXWRPDWL]XRWL
SURJUDPǐ SDNHWǐ NǌULPR LU GLHJLPR SURFHVXV %XYR SDVLULQNWRV WRNLRV SURJUDPRV NDLS *36KHOO $17
-&:'( LU NW NXULRV OHLGR VXPDåLQWL SDVLNDUWRMDQþLǐ SURFHGǌUǐ NLHNƳ
1 '$5%2 8ä'$9,1,$,
3DJULQGLQLV GDUER WLNVODV \UD HOHNWURQLQLǐ SLQLJǐ PRGHOLR UHDOL]DFLMD VWDQGDUWLQơVH LU ULERWǐ DULWPH
WLQLǐ IXQNFLMǐ VLVWHPRVH äHPLDX SDWHLNWDV GHWDOXV NHOLDPǐ XåGDYLQLǐ VąUDãDV
 3URJUDPLQơV LU WHFKQLQơV ƳUDQJRV VXVLMXVLRV VX UHDOL]DFLMD PRELOLDMDPH WHOHIRQH LU PLNURSURFHVRUL
QơMH NRUWHOơMH DQDOL]ơ
 6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ VFKHPRMH QDXGRMDPǐ NULSWRJUDILQLǐ LU PDWHPDWLQLǐ PHWRGǐ DS
UDã\PDV
 ƲUDQNLǐ ƳJDOLQDQþLǐ JUHLþLDX LU HIHNW\YLDX UHDOL]XRWL NULSWRJUDILQHV VLVWHPDV PRELOLDMDPH WHOHIRQH
VXNǌULPDV
10
 (OHNWURQLQLǐ SLQLJǐ UHDOL]DFLMD NRPSLXWHU\MH LU PRELOLDMDPH WHOHIRQH EHL ãLǐ UHDOL]DFLMǐ HIHNW\YXPR
ODLNR DWåYLOJLX ƳYHUWLQLPDV
 6WDIDQ %UDQGV PHWRGXL UHLNDOLQJǐ DULWPHWLQLǐ IXQNFLMǐ UHDOL]DFLMD PLNURSURFHVRULQơMH NRUWHOơMH GDU
EXL VX GLGHOLDLV VNDLþLDLV




âLDPH VN\ULXMH DSUDãRPL NULSWRJUDILQLDL PHWRGDL LU PRGHOLDL QDXGRMDPL 6WHIDQ %UDQGV HOHNWURQLQLǐ
SLQLJǐ VFKHPRMH SDWHLNLDPRV SDJULQGLQơV PDWHPDWLQơV VąYRNRV LU DSLEUơåLPDL QDXGRMDPL NRQVWUXRMDQW
ãLXRV PRGHOLXV $SUDãRPRV 6FKQRUU DXWHQWLNDFLMRV LU SDUDãR VFKHPRV NULSWRJUDILQơV YLHQNU\SWơV IXQN
FLMRV 6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLV $WOLHNDPD WHFKQLQơV LU DSDUDWLQơV ƳUDQJRV QDXGRMDPRV
HOHNWURQLQLǐ SLQLJǐ UHDOL]DFLMRMH DQDOL]ơ
1 02'8/,1Ơ $5,70(7,.$ *583,Ǐ ,5 /$8.2 7(25,-$
0RGXOLQơ DULWPHWLND DWOLHND ODEDL VYDUEǐ YDLGPHQƳ NULSWRJUDILQơVH SDUDãR VFKHPRVH LU HOHNWURQLQLǐ
SLQLJǐ PRGHOLXRVH äHPLDX SDWHLNLDPL SDJULQGLQLDL DSLEUơåLPDL LU WHRUHPRV QDXGRMDPRV NULSWRJUDILQLǐ
SURWRNROǐ VXGDU\PXL
0RGXOLQơ DULWPHWLND
7XULPH QDWǌUDOǐMƳ VNDLþLǐ n -HLJX VYHLNǐMǐ VNDLþLǐ a LU b VNLUWXPDV a− b GDOLMDVL Lã n  VDNRPH NDG
a O\JVWD b PRGXOLX n  LU UDãRPH
a ≡ b (mod n) .
âƳ UHLãNLQƳ YDGLQDPH NRQJUXHQFLMD %XORWD 10
3DJDO 0HQH]HV HW DO 1 YLVLHP a, a1, b, b1, c ∈ Z JDOLRMD VDY\EơV
1 a ≡ b (mod n) MHLJX a LU b GDOLQDQW Lã n JDXQDPD WD SDWL OLHNDQą
 a ≡ a (mod n) UHIOHNV\YXPDV
 -HL a ≡ b (mod n) WDL LU b ≡ a (mod n) VLPHWULãNXPDV
 -HL a ≡ a (mod n) LU a ≡ a (mod n) WDL a ≡ a (mod n) WUDQ]LW\YXPDV
 -HL a ≡ a1 (mod n) LU b ≡ b1 (mod n) WXRPHW a+ b ≡ a1 + b1 (mod n) LU ab ≡ a1b1 (mod n)
.RQJUXHQFLMą a ≡ b (mod n) JDOLPH NHLVWL HNYLYDOHQþLD O\J\EH a = b + tn, t ∈ Z  ,ã UHLãNLQLR
b (mod n) = c JDXQDPH NDG c \UD OLHNDQD GDOLMDQW b Lã n 6ąU\ãLV a ≡ b (mod n) \UD HNYLYDOHQWXPR
VąU\ãLV VYHLNǐMǐ VNDLþLǐ DLEơMH Z WRGơO VXVNDLGR Mą Ƴ QHVLNHUWDQþLDV HNYLYDOHQWXPR NODVHV a¯ /LHNDQǐ
NODVĊ a¯ PRGXOLX n VXGDUR VYHLNLHML VNDLþLDL
a¯ = {a+ nt | t ∈ Z}
âL OLHNDQǐ NODVLǐ DLEơ GDåQDL å\PLPDZn .LWDLS WDULDQW YLVǐ VYHLNǐMǐ VNDLþLǐ DLEơZ DWYDL]GXRMDPD
Ƴ EDLJWLQĊ DLEĊ {0, 1, 2, . . . , n− 1} W\ VLXUMHNFLMD Z→ Zn 6DNDODXVNDV HW DO 00
1
*UXSLǐ LU ODXNR WHRULMD
*UXSơ (G, ∗) VXVLGHGD Lã DLEơV G LU WRMH DLEơMH DSLEUơåWRV GYLQDUơV RSHUDFLMRV ∗ WHQNLQDQþLRV VąO\
JDV
1 *UXSơV RSHUDFLMD \UD DVRFLDW\YL (a ∗ b) ∗ c = a ∗ (b ∗ c) YLVLHPV a, b, c ∈ G
 (J]LVWXRMD YLHQLQWHOLV QHXWUDOXV HOHPHQWDV 1 ∈ G WHQNLQDQWLV a ∗ 1 = 1 ∗ a = a YLVLHPV a ∈ G
 .LHNYLHQDP a ∈ G HJ]LVWXRMD HOHPHQWDV a1 ∈ G YDGLQDPDV DWYLUNãWLQLX a HOHPHQWX LU WHQNLQDQWLV
VąO\Ją a ∗ a−1 = a−1 ∗ a = 1
*UXSơ YDGLQDPD $EHOLR DUED NRPXWDW\YLDMD MHLJX
 a ∗ b = b ∗ a YLVLHPV a, b ∈ G
*UXSơ G YDGLQDPD FLNOLQH MHL HJ]LVWXRMD WRNV HOHPHQWDV α ∈ G NXU NLHNYLHQDP b ∈ G HJ]LVWXRMD WRNV
VNDLþLXV i VX NXULXR b = αi 7RNV HOHPHQWDV α YDGLQDPDV JUXSơV G JHQHUDWRULXPL
$LEơV Zn PXOWLSOLNDWLYLRML JUXSơ \UD Z∗n = {a ∈ Zn | gcd (a, n) = 1} $WVNLUX DWYHMX MHLJX n \UD
SLUPLQLV VNDLþLXV WDL Z∗n = {a | 1 ≤ a ≤ n− 1}
7DUNLPH p \UD SLUPLQLV VNDLþLXV WXRPHW
1 -HL gcd (a, p) = 1 WXRPHW SDJDO )HUPD WHRUHPą ap−1 ≡ 1 (mod p)
 -HL r ≡ s (mod p− 1) WXRPHW ar ≡ as (mod p) YLVLHPV VYHLNLHVLHPV VNDLþLDPV a W\ DWOLHNDQW
YHLNVPXV PRGXOLX p NXU p \UD SLUPLQLV VNDLþLXV HNVSRQHQWơ JDOL EǌWL VXPDåLQWD PRGXOLX p− 1
 9LVLHPV VYHLNLHVLHPV VNDLþLDPV a JDOLRMD ap ≡ a (mod p)
7DUNLPH a ∈ Z∗n WXRPHW a HOHPHQWR HLOơ \UD PDåLDXVLDV WHLJLDPDV VYHLNDVLV VNDLþLXV t VX NXULXR at ≡
1 (mod n)
-HLJX HOHPHQWR a ∈ Z∗n HLOơ \UD t LU as ≡ 1 (mod t) WXRPHW t \UD s GDOLNOLV
7DUNLPH α ∈ Z∗n -HLJX α HOHPHQWR HLOơ \UD φ (n) WDGD α \UD JUXSơV Z∗n JHQHUDWRULXV *UXSơVZ∗n
JHQHUDWRULǐ VDY\EơV SDWHLNWRV åHPLDX
1 *UXSơ Z∗n WXUL JHQHUDWRULǐ WDGD LU WLN WDGD NDL n = 2, 4, pk, 2pk NXU p SLUPLQLV VNDLþLXV LU k ≥ 1.
 -HLJX α \UD JUXSơV Z∗n JHQHUDWRULXV WXRPHW Z∗n = {αimodn | 0 ≤ i ≤ φ (n)− 1}
 7DUNLPH α \UD JUXSơV Z∗n JHQHUDWRULXV WXRPHW b = αimodn \UD Z∗n JHQHUDWRULXV WDGD LU WLN WDGD
NDL gcd (i, φ (n)) = 1
 α \UD JUXSơVZ∗n JHQHUDWRULXV WDGD LU WLN WDGD NDL αφ(n)/p 6= 1 (mod n) NLHNYLHQDP SLUPLQLDP φ (n)
GDOLNOLXL p
1
'LGHOơ GDOLV GDUEH QDJULQơMDPǐ NULSWRJUDILQLǐ PRGHOLǐ LU VFKHPǐ \UD NRQVWUXRMDPL SLUPLQLǐ VNDLþLǐ ODX
NH äHPLDX SDWHLNLDPL åLHGR LU ODXNR DSLEUơåLPDL Lã 6DNDODXVNDV HW DO 00
äLHGX YDGLQDPH GYLYHLNVPĊ DOJHEULQĊ VWUXNWǌUą QXVDN\Wą QHWXãþLRMH DLEơMH Z W\ 〈Z,+, ∗〉 MHLJX
1 6WUXNWǌUD 〈Z,+〉 \UD DGLFLQơ $EHOLR JUXSơ
 〈Z, ∗〉 \UD PXOWLSOLNDFLQơ DVRFLDW\YLRML VWUXNWǌUD SXVJUXSơ
 6X YLVDLV a, b, c ∈ Z WHQNLQDPL GLVWULEXW\YXPR GơVQLDL a ∗ (b+ c) = a ∗ b + b ∗ c LU (b+ c) ∗ a =
b ∗ a+ c ∗ a
äLHGą YDGLQDPH ODXNX MHLJX VWUXNWǌUD 〈Z, ∗〉 \UD PXOWLSOLNDFLQơ $EHOLR JUXSơ
Zn VX ƳSUDVWRPLV VXGơWLHV LU GDXJ\ERV RSHUDFLMRPLV PRGXOLX n \UD ODXNDV WDGD LU WLN WDGD NDL n \UD
SLUPLQLV VNDLþLXV 0HQH]HV HW DO 1
 02'8/,1Ơ (.6321(17Ơ ,5 ',6.5(7$86 /2*$5,702 8ä'$9,1<6
0RGXOLQơ HNVSRQHQWơ \UD YLHQD GDåQLDXVLDL QDXGRMDPǐ RSHUDFLMǐ HOHNWURQLQLR SDUDãR LU HOHNWURQL
QLǐ SLQLJǐ PRGHOLXRVH /DEDL VYDUEX SDULQNWL WRNLXV DOJRULWPXV NDG PRGXOLQơV HNVSRQHQWơV VNDLþLDYLPDL
EǌWǐ DWOLHNDPL NXR VSDUþLDX LU WRNLXV VNDLþLXV VX NXULDLV GLVNUHWDXV ORJDULWPR XåGDYLQ\V EǌWǐ QHLãVSUHQ
GåLDPDV SHU WDP WLNUą QXVWDW\Wą ODLNą
0RGXOLQơ HNVSRQHQWơ
0RGXOLQơ HNVSRQHQWơ  WDL IXQNFLMD y = gx (mod p) -HL g x LU p \UD QHQHLJLDPL VNDLþLDL LU g < p
g 6= 0  WDL HJ]LVWXRMD YLHQLQWHOLV VSUHQGLQ\V y WXULQWLV VDY\EĊ 0 < y < p 6DNDODXVNDV HW DO 00 
.ULSWRJUDILQLXRVH PRGHOLXRVH GDåQLDXVLDL QDXGRMDPL VNDLþLDL \UD  LU GDXJLDX ELWǐ WRGơO ODEDL
VYDUEXV PRGXOLQơV HNVSRQHQWơV DSVNDLþLDYLPR ODLNDV SDQDXGRMDQW PLQLPDOLXV UHVXUVXV 6NDLþLXRWL PR
GXOLQĊ HNVSRQHQWĊ WLHVLRJLQLX EǌGX UHLNLD SLUPLDXVLD DSVNDLþLXRWL gx R SDVNXL UDVWL GDO\ERV Lã p OLHNDQą
-HL NơOLPDV ODLSVQLX DWOLHNDPDV NDLS QXRVHNOL GDXJ\ED UHLNDODXMDPD O (x) ODLNR 6DNDODXVNDV HW DO
00 âLV EǌGDV \UD ODEDL QHHIHNW\YXV LU ULERWǐ UHVXUVǐ VLVWHPRVH MR UHDOL]DFLMD EǌWǐ QHƳPDQRPD GơO
ULERWR DWPLQWLHV NLHNLR
$WPLQWƳ WDXSDQWLV PHWRGDV UHLNDODXMD GDXJLDX RSHUDFLMǐ QHJX SLUPDVLV EHW QDXGRMDQW ãƳ PHWRGą
UHLNDODXMDPD PDåLDX DWPLQWLHV R WXR SDþLX RSHUDFLMRV Y\NGRPRV JUHLþLDX WRGơO SDWV DOJRULWPDV \UD JUHL
WHVQLV
,ã NDLUơV Ƴ GHãLQĊ GYHMHWDLQLV PHWRGDV JHURNDL VXPDåLQD YHLNVPǐ VNDLþLǐ LU QDXGRMDPRV DWPLQWLHV
NLHNƳ UHLNDOLQJą PRGXOLQLDP NơOLPXL ODLSVQLX âLV PHWRGDV  WDL DQWURMR PHWRGR LU EHQGUHVQLR SULQFLSR
YDGLQDPR GYHMHWDLQLX NơOLPX ODLSVQLX GHULQ\V .LWDLS MLV GDU YDGLQLPDV NYDGUDWLQLPR PHWRGX
1
'LVNUHWDXV ORJDULWPR XåGDYLQ\V
äHPLDX SDWHLNWDV PRGXOLQơV HNVSRQHQWơV DWYLUNãWLQLV XåGDYLQ\V  GLVNUHWDXV ORJDULWPR DSVNDLþLD
YLPDV Z∗p SRJUXSLXRVH
7DUNLPH p \UD SLUPLQLV VNDLþLXV LU q \UD VNDLþLDXV p − 1 GDOLNOLV 7HJXO G \UD q HLOơV FLNOLQLV Z∗p
SRJUXSLV LU α \UD G JHQHUDWRULXV 7XRPHW GLVNUHWDXV ORJDULWPR SUREOHPD JUXSơMH G DSLEUơåLDPD WDLS
WXULQW q, p, α, β ∈ G UHLNLD UDVWL VYHLNąMƳ VNDLþLǐ x, 0 ≤ x ≤ q − 1 VX NXULXR EXWǐ WHQNLQDPD O\J\Eơ
αx ≡ β (mod p) 0HQH]HV HW DO 1
7LQNDPDL SDULQNXV p ãLV XåGDYLQ\V JDOL EǌWL ODEDL VXGơWLQJDV 3DUHQNDQW p VYDUEX NDG p− 1 WXUơWǐ
EHQW YLHQą ODEDL GLGHOƳ SLUPLQƳ GDXJLNOƳ QHV 3RKOLQJ+HOOPDQ DOJRULWPDV \UD HIHNW\YXV VNDLþLXRMDQW GLV
NUHWǐ ORJDULWPą NXRPHW p− 1 VXGDU\WDV Lã PDåǐ SLUPLQLǐ GDXJLQDPǐMǐ 1 OHQWHOơMH SDWHLNWL GLVNUHWDXV
ORJDULWPR VNDLþLDYLPR ƳYHUþLDL
1 OHQWHOơ 'LVNUHWDXV ORJDULWPR VNDLþLDYLPR DOJRULWPDL LU VXGơWLQJXPR ƳYHUþLDL
$OJRULWPDV 6XGơWLQJXPR ƳYHUWLV
3ROODUG¶V 5KR O (√n)
3RKOLQJ+HOOPDQ O (∑ri=1 ei
(ORJn+√pi)) , n = pe11 pe22 . . . perr
3DSUDVWDV SHUULQNLPDV O (n)
0DåR  GLGHOLR åLQJVQLR DOJRULWPDV O (√n)
,QGHNVǐ VNDLþLDYLPR DOJRULWPDV O
(
e2
√OQ p√OQ OQ p
)
 .5,372*5$),1Ơ6 9,(1.5<37Ơ6 )81.&,-26
(OHNWURQLQLǐ SDUDãǐ LU SLQLJǐ PRGHOLXRVH VYDUEL VXGHGDPRML GDOLV \UD NULSWRJUDILQơV YLHQNU\SWơV
IXQNFLMRV NLWDLS GDU YDGLQDPRV H IXQNFLMRPLV 6WLSUL H IXQNFLMD \UD WRNLD IXQNFLMD NXUL QHULERWR LOJLR
WHNVWRJUDPąM SDNHLþLD Ƴ ILNVXRWR ELWǐ VNDLþLDXV HLOXWĊH (M) LU WHQNLQD WRNLDV VąO\JDV :DJVWDII 00
1 7XULQWM WXUL EǌWL OHQJYD DSVNDLþLXRWL H (M)
 7XUL YHLNWL YLHQD NU\SWLPL ± WXULQW H (M) WXUL EǌWL VXQNX UDVWL WHNVWRJUDPąM 
 7XULQW WHNVWRJUDPąM1 WXUL EǌWL VXQNX UDVWL WRNLą WHNVWRJUDPąM2 NDG H (M1) = H (M2)
 7XUL EǌWL VXQNX UDVWL WRNLXVM1 LUM2  NDG H (M1) = H (M2)
9LHQDV GDåQLDXVLDL SDVLWDLNDQþLǐH IXQNFLMǐ SDQDXGRMLPR DWYHMǐ \UD HOHNWURQLQLR SDUDãR VFKHPRVH ,OJDV
SUDQHãLPDV DUED GRNXPHQWDV \UD VXVSDXGåLDPDV Ƴ ILNVXRWR LOJLR VDQWUDXNą LU WXRPHW SDVLUDãRPDV 7LN
ULQWRMDV JDYĊV SUDQHãLPą VXVSDXGåLD MƳ Ƴ Wą SDþLą VDQWUDXNą LU SDWLNULQą SDUDãą 7RNLX EǌGX VXWDXSRPL
WHFKQLQơV ƳUDQJRV QDXGRMDPRV SDVLUDã\PXL UHVXUVDL LU VXPDåLQDPDV HOHNWURQLQLR SDUDãR G\GLV H IXQN
FLMRV WDLS SDW QDXGRMDPRV GXRPHQǐ LQWHJUDOXPXL SDWLNULQWL NXRPHW WDP WLNUX ODLNR PRPHQWX VXNXULDPD
GXRPHQǐ VDQWUDXND LU YơOLDX JDOLPD SDWLNULQWL DU GXRPHQ\V EXYR PRGLILNXRWL 0HQH]HV HW DO 1
1
äLQRPLDXVLH IXQNFLMǐ DOJRULWPDL \UD 0' 5,3(0' LU 6+$ 'DUEH EXYR SDVLULQNWDV 6+$ DQJO
6HFXUH +DVK $OJRU\WKP DOJRULWPǐ NODVơV YDULDQWDV 6+$1 6+$1 DOJRULWPDV \UD VXNXUWDV 16$ DQJO
1DFLRQDO 6HFXULW\ $JHQF\ LU SODþLDL QDXGRMDPDV GDXJHO\MH VDXJXPR SURJUDPǐ LU SURWRNROǐ
 6&+1255 $87(17,.$&,-26 ,5 3$5$â2 6&+(026
3DVLULQNWDV 6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLV QDXGRMD 6FKQRUU DXWHQWLNDFLMRV VFKHPą äH
PLDX SDWHLNLDPDV 6FKQRUU VLVWHPRV SDUDPHWUǐ LQLFLMDYLPDV EHL DXWHQWLNDFLMRV LU HOHNWURQLQLR SDUDãR VFKH
PRV 6FKQRUU 11
6LVWHPRV LQLFLMDYLPDV
7DUNLPH WXULPH MDX DSLEUơåWą VWUXNWǌUą 〈Zp,+, ∗〉  VYHLNǐMǐ VNDLþLǐ PRGXOLX p ODXNą 6LVWHPRV
LQLFLMDYLPR PHWX UDNWǐ DXWHQWLNDFLMRV FHQWUDV SDVLUHQND LU DSVNDLþLXRMD VLVWHPRV SDUDPHWUXV NXULH EXV
QDXGRMDPL WROLPHVQLXRVH VNDLþLDYLPXRVH 5DNWǐ DXWHQWLNDFLMRV FHQWUR YHLNVPǐ VHND SDWHLNWD åHPLDX
1 3DUHQNDPL WRNLH SLUPLQLDL VNDLþLDL p LU q NDG EǌWǐ WHQNLQDPD O\J\Eơ p = 2q + 1
 5DQGDPDV g ∈ Zp VX HLOH q WHQNLQDQWLV VąO\JDV gq ≡ 1 (mod p) LU g 6= 1
 3DVLUHQNDPD NULSWRJUDILQơ YLHQNU\SWơ IXQNFLMD H 
 $SVNDLþLXRMDPDV YLHãDVLV EHL SULYDWXVLV UDNWDL
3DUDPHWUDL p g q H LU YLHãDVLV UDNWDL SDYLHãLQDPL
9DUWRWRMǐ UHJLVWUDFLMRV SURWRNRODV
9DUWRWRMǐ UHJLVWUDFLMRV PHWX YDUWRWRMDV SDVLUHQND SULYDWǐMƳ UDNWą x ∈ {1, 2, . . . , q} LU DSVNDLþLXRMD
YLHãąMƳ UDNWą h ≡ gx (mod p) 5DNWǐ DXWHQWLNDFLMRV FHQWUDV LãVDXJR YDUWRWRMR LGHQWLILNDFLMRV QXPHUL I
NDUWX VX LQIRUPDFLMD DSLH YDUWRWRMą EHL XåGHGD SDUDãą S DQW (I, h)
9DUWRWRMǐ DXWHQWLNDFLMRV SURWRNRODV
9DUWRWRMǐ DXWHQWLNDFLMRV SURWRNROR GDO\YLDL \UD YDUWRWRMDV A LU WLNULQWRMDV B $XWHQWLNDFLMRV SURWR
NROR YHLNVPǐ VHND SDWHLNWD åHPLDX
1 A SDVLUHQND DWVLWLNWLQƳ VNDLþLǐ w ∈ {1, . . . , q − 1} LU DSVNDLþLXRMD a ≡ gw (mod p)
 A QXVLXQþLD B VDYR LGHQWLILNDFLMRV QXPHUƳ I  YLHãąMƳ UDNWą h SDUDãą S EHL SDVLULQNWą DWVLWLNWLQƳ
VNDLþLǐ w
 B SDWLNULQD SDUDãą S LU QXVLXQþLD DWVLWLNWLQƳ VNDLþLǐ c ∈ {1, . . . , q − 1} YDUWRWRMXL A
 A DSVNDLþLXRMD y ≡ w + xc (mod q) LU QXVLXQþLD YDUWRWRMXL B
 B SDWLNULQD DU WHQNLQDPD O\J\Eơ gx ≡ ahc (mod p)
1
(OHNWURQLQLR SDUDãR SURWRNRODV
(OHNWURQLQLR SDUDãR SURWRNROR GDO\YLDL \UDA LU SDUDãR WLNULQWRMDVB (OHNWURQLQLR SDUDãR SURWRNROR
YHLNVPǐ VHND SDWHLNWD åHPLDX
1 A SDVLUHQND DWVLWLNWLQƳ VNDLþLǐ w ∈ {1, . . . , q − 1} LU DSVNDLþLXRMD a = gw (mod p)
 A VXMXQJLD WHNVWRJUDPąM LU a EHL DSVNDLþLXRMD c = H (M,a)
 A DSVNDLþLXRMD y ≡ w + xc (mod q) LU QXVLXQþLD (c, y) NDUWX VX a LUM WLNULQWRMXL B
 B SDWLNULQD DU WHQNLQDPD O\J\Eơ gy ≡ ahc (mod p)
 B SDWLNULQD DU WHQNLQDPD O\J\Eơ c = H (M,a)
 B SULLPD SDUDãą MHL WHQNLQDPRV DEL O\J\EơV
 .,7, .5,372*5$),1,$, 0(72'$, ,5 6&+(026
5HSUH]HQWDFLMRV XåGDYLQ\V
6XGơWLQJHVQơPV VLVWHPRPV DSLEUơåLDPDV EHQGUHVQLV GLVNUHWDXV ORJDULWPR XåGDYLQLR DWYHMLV  GDX
JLDPDWLV GLVNUHWDXV ORJDULWPR XåGDYLQ\V DUED NLWDLS GDU YDGLQDPDV UHSUH]HQWDFLMRV XåGDYLQ\V NXULV OHL
GåLD SUDSOơVWL GLVNUHWDXV ORJDULWPR XåGDYLQƳ ƳYHGDQW GDXJLDX NRPSRQHQþLǐ 7DL VXWHLNLD GLGHVQƳ ODQNV
WXPą NXULDQW VXGơWLQJDV NULSWRJUDILQHV VLVWHPDV WDUS Mǐ LU HOHNWURQLQLǐ SLQLJǐ VLVWHPDV 3LUPą NDUWą ãƳ
DSLEHQGULQLPą SDWHLNơ %UDQGV 1
7DUNLPH k > 1 LU 1 ≤ ai ≤ q NLHNYLHQDP i = 1 . . . k 5HSUH]HQWDFLMRV XåGDYLQ\V  UDVWL LQGHNVǐ
YHNWRULǐ {a1, . . . , ak} WXULQW JHQHUDWRULǐ YHNWRULǐ {g1, . . . , gk} ∈ Gq NDG EǌWǐ WHQNLQDPD O\J\Eơ
ga11 g
a2
2 . . . g
ak
k ≡ h (mod p)
,QGHNVǐ YHNWRULXV {a1, . . . , ak} \UD YDGLQDPDV UHSUH]HQWDFLMD 3ULLPDPD VąO\Ją ai 6= 0 QHV SULH
ãLQJX DWYHMX g0i ≡ 1 (mod p) ,QGHNVǐ YHNWRULDXV DSVNDLþLDYLPDV VXYHGDPDV Ƴ WRNƳ XåGDYLQƳ
a1 ORJ g1 + a2 ORJ g2 + . . .+ ak ORJ gk ≡ ORJh (mod p)
7DUNLPH WXULPH k HOHPHQWǐ UHSUH]HQWDFLMRMH {a1, . . . , ak} 7XRPHW HJ]LVWXRMD qk−1 VNDLþLDXV h UHS
UH]HQWDFLMRV
1XOLQLR DWVNOHLGLPR ƳURG\PDV
5HSUH]HQWDFLMRV {a1, a2, . . . , ak} QHƳPDQRPD DSVNDLþLXRWL MHL SDUDPHWUDL SDNDQNDPDL GLGHOL 7DUNL
PH YDUWRWRMDVA åLQRh ≡ ga11 ga22 . . . gakk (mod p) UHSUH]HQWDFLMą {a1, a2, . . . , ak}  NDL GXRWD {g1, g2, . . . , gk}
1
LU QRUL WDL ƳURG\WL YDUWRWRMXLB QHDWVNOHLGåLDQW åLQRPRV UHSUH]HQWDFLMRV äHPLDX SDWHLNWDV QXOLQLR DWVNOHL
GLPR ƳURG\PR DQJO ]HUR NQRZOHGJH SURRI SURWRNRODV SDJDO %UDQGV 1
1 A åLQR h ≡ ga11 ga22 . . . gakk (mod p) LU {a1, a2, . . . , ak} WLNULQWRMDV B åLQR h LU {a1, a2, . . . , ak}
 A VXJHQHUXRMD k HOHPHQWǐ DWVLWLNWLQL YHNWRULǐ {w1, w2, . . . , wk} ∈ Gq
 A DSVNDLþLXRMD z ≡ gw11 gw22 . . . gwkk (mod p) LU QXVLXQþLD ãƳ VNDLþLǐ B
 B VXJHQHUXRMD DWVLWLNWLQƳ VNDLþLǐ c LU QXVLXQþLD YDUWRWRMXL A
 A DSVNDLþLXRMD {r1, r2, . . . , rk} NXU ri ≡ ai + cwi (mod q) LU QXVLXQþLD ãƳ YHNWRULǐ WLNULQWRMXL B
 B SDWLNULQD DU WHQNLQDPD O\J\Eơ zhc ≡ gr11 gr22 . . . grkk (mod p)
$SULERMDQWLV DNODVLV SDUDãDV
$NODVLV SDUDãDV \UD QDXGRMDPDV WXRPHW NDL QRULPD SDVLUDã\WL GRNXPHQWą MR QHDWVNOHLGåLDQW SDVL
UDãDQþLDP DVPHQLXL $SULERWDV DNODVLV SDUDãDV DQJO UHVWULFWLYH EOLQG VLJQDWXUH VNLULDVL QXR SDSUDVWR
DNORMR SDUDãR WXR NDG OHLGåLD SDVLUDãDQþLDP DVPHQLXL SULMXQJWL SDSLOGRPą LQIRUPDFLMą SY] JDOLRMLPR
ODLNą âLą VFKHPą SDWHLNơ %UDQGV 1
.DLS LU 6FKQRUU DXWHQWLNDFLMRV LU HOHNWURQLQLR SDUDãR VFKHPRMH YHLNVPDL DWOLHNDPL ODXNH〈Zp,+, ∗〉
3DUHQNDPH WRNLXV SLUPLQLXV VNDLþLXV p LU q NDG EǌWǐ WHQNLQDPD p = kq + 1 UDQGDPH Gq JHQHUDWRULǐ g
9DUWRWRMDV VXJHQHUXRMD SULYDWǐMƳ UDNWą x ∈ {1, 2, . . . , q} LU DSVNDLþLXRMD YLHãąMƳ UDNWą h ≡ gx (mod p)
3DUDPHWUDL h g q p \UD SDYLHãLQDPL äHPLDX SDWHLNLDPDV SDVLUDã\PR SURWRNRODV NXRPHW SDVLUDãRPD
WHNVWRJUDPDM 
1 B QXVLXQþLD WHNVWRJUDPDM YDUWRWRMXL A
 A VXJHQHUXRMD DWVLWLNWLQL VNDLþLǐw LU DSVNDLþLXRMD SDUDPHWUXV z ≡Mx (mod p) a ≡ gw (mod p)
b = Mw (mod p)
 B VXJHQHUXRMD VNDLþLǐ c LU QXVLXQþLD YDUWRWRMXL A 9DUWRWRMDV B VXJHQHUXRMD NHWXULV DWVLWLNWLQLXV
VNDLþLXV s t LU u v 1DXGRGDPDV s LU t YDUWRWRMDV XåPDVNXRMD WHNVWRJUDPąM LU SDUDãą z
M ′ ≡M sgt (mod p)
z′ ≡ zsht ≡ (Mx)s (gx)t ≡ (M sgt)x ≡M ′x (mod p)
7RNLX EǌGX YDUWRWRMDVB JDXQD YDUWRWRMRA SDUDãą DQW SDNHLVWRV åLQXWơV NXULRV YDUWRWRMDVA QHåLQR
1
1DXGRMDQW u LU v DSVNDLþLXRMDPL SDNHLWLPDL SDUDPHWUDPV a LU b
a′ ≡ augv ≡ (gw)u gv ≡ gw′ (mod p)
b′ ≡ (aut) (bus)M ′v ≡ (gwut) (Mwus)M ′v ≡ (gtuw) (M suw)M ′v (mod p) ≡ . . .
. . . ≡M ′uwM ′vM ′w′ (mod p)
B DSVNDLþLXRMD NRPSRQHQWą c′ = H (M ′, z′, a′, b′) LU c ≡ c′u−1 (mod q) LU QXVLXQþLD YDUWRWRMXL A
 A DSVNDLþLXRMD DWVDN\Pą r ≡ w + cx (mod q) LU QXVLXQþLD YDUWRWRMXL B
 B WXUơGDPDV c LU r SDWLNULQD ahc ≡ gr (mod p) LU bzc ≡M r (mod p)
âLRV O\J\EơV SDWYLUWLQD NDG SDUDãDV SDGơWDV DQW WHNVWRJUDPRVM SULNODXVR YDUWRWRMXLA 3URWRNRODV ODEDL
VYDUEXV 6WHSKDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHO\MH âLR SURWRNROR SDJDOED ƳJ\YHQGLQDPDV SLQLJǐ DQR
QLPLãNXPDV QHV EDQNDV SDVLUDãR DQW HOHNWURQLQLR SLQLJR QHPDW\GDPDV JDOXWLQLR SLQLJR NXULV FLUNXOLXRV
HOHNWURQLQLǐ SLQLJǐ VLVWHPRMH
 67()$1 %5$1'6 (/(.7521,1,Ǐ 3,1,*Ǐ 02'(/,6
6WHSKDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLV \UD VXGDU\WDV QDXGRMDQW NULSWRJUDILQHV VFKHPDV LU PR
GHOLXV DSWDUWXV DQNVWHVQLXRVH VN\ULXRVH âLǐ PHWRGǐ SDJDOED NRQVWUXRMDPL SDơPLPR PRNơMLPR LQND
VDYLPR SURWRNRODL WDLS SDW XåWLNULQDPDV DQRQLPLãNXPDV LU GYLJXER LãOHLGLPR SUHYHQFLMD (OHNWURQLQLǐ
SLQLJǐ FLUNXOLDFLMRV GDO\YLDL \UD EDQNDV B SLUNơMDV P LU YHUVOLQLQNDV V  7DLS SDW VLVWHPRV LQLFLMDYLPR
PHWX JDOL GDO\YDXWL LU QHXWUDOL ãDOLV NXUL QXVWDWR VLVWHPRV SDUDPHWUXV äHPLDX SDWHLNWDV HOHNWURQLQLǐ
SLQLJǐ PRGHOLV SDJDO %UDQGV 1
6LVWHPRV LQLFLMDYLPDV
9HLNVPDL DWOLHNDPL ODXNH 〈Zp,+, ∗〉 R SDUDPHWUDL p LU q SDUHQNDPL WDLS NDLS 6FKQRUU SURWRNROH
$SVNDLþLXRMDPL JHQHUDWRULDL g g1 g2 7DLS SDW SDUHQNDPRV GYL YLHQNU\SWơV IXQNFLMRV Lǐ NLQWDPǐMǐH
LU Lǐ NLQWDPǐMǐ H0
%DQNDV DWVLWLNWLQDL SDVLUHQND VDYR SULYDWǐMƳ UDNWą x ∈ Gq LU DSVNDLþLXRMD YLHãąMƳ UDNWą
h ≡ gx (mod p) 1
%DQNR YLHãDVLV UDNWDV h SDYLHãLQDPDV %DQNR LãGXRGDPDV SLQLJDV \UD WDP WLNUD SDVLUDã\WD VNDLW
PHQLQơ LQIRUPDFLMD âLRMH VLVWHPRMH GDU\VLPH SULHODLGą NDG YLVL SLQLJDL \UD YLHQRGRV YHUWơV 3LQLJDV \UD
DSUDãRPDV VNDLþLDLV A B R SDUDãDV DQW ãLǐ VNDLþLǐ {z′, a′, b′, r′}
1
3LUNơMR VąVNDLWRV DWLGDU\PR SURWRNRODV
3LUNơMDV QRUơGDPDV DWVLGDU\WL VąVNDLWą EDQNH WXUL SDVLULQNWL VDYR SULYDWǐMƳ UDNWą u1 LU DSVNDLþLXRWL
LGHQWLILNDFLMRV QXPHUƳ hu1 
hu1 ≡ ghu11 (mod p) 
âƳ LGHQWLILNDFLMRV QXPHUƳ YDUWRWRMDV VLXQþLD EDQNXL LU EDQNDV MƳ LãVDXJRMD GXRPHQǐ ED]ơMH NDUWX
VX NLWD YDUWRWRMR LQIRUPDFLMD YDUGX SDYDUGH DGUHVX WHOHIRQR QXPHULX LU NLWD %DQNDV DSVNDLþLXRMD LU
QXVLXQþLD SLUNơMXL SDUDPHWUą z
z ≡ (hu1g2)x (mod p) 
9HUVOLQLQNXL XåWHQND XåUHJLVWUXRWL LGHQWLILNDFLMRV QXPHUƳ EDQNH
3LQLJR SDơPLPR SURWRNRODV
3LQLJR SDơPLPR SURWRNROR SUDGåLRMH YDUWRWRMDV WXUL QXVLǐVWL XåNODXVą EDQNXL SUDã\GDPDV HOHNW
URQLQLR SLQLJR 8åNODXVD WXUL EǌWL VLXQþLDPD VX SDUDãX NDG EDQNDV EǌWǐ WLNUDV YDUWRWRMR DXWHQWLãNXPX
âLR SURWRNROR PHWX VXJHQHUXRMDPL VNDLþLDL DSUDãDQW\V HOHNWURQLQƳ SLQLJą
%DQNDV SDVLUHQND DWVLWLNWLQƳ VNDLþLǐ w DSVNDLþLXRMD LU QXVLXQþLD SLUNơMXL VNDLþLXV
a ≡ gw (mod p) , b ≡ (hu1g2)w (mod p) . 
3LUNơMDV VXJHQHUXRMD SHQNLV DWVLWLNWLQLXV VNDLþLXV s, x1, x2, u, v ∈ Gq 1DXGRGDPDV SDUDPHWUXV s
x1 x2 SLUNơMDV DSVNDLþLXRMD HOHPHQWXV
A ≡ (Ig2)s (mod p) , B ≡ gx11 gx22 (mod p) , z′ ≡ zs (mod p) . 
âLXR DWYHMX z′ \UD SDUDãDV DQW A QHV z′ ≡ zs ≡ (Ig2)xs ≡ Ax (mod p) 1DXGRGDPDV u LU v
SLUNơMDV DSVNDLþLXRMD HOHPHQWXV
a′ ≡ augv (mod p) , b′ ≡ bsuAv (mod p) 
3LUNơMDV WDLS SDW DSVNDLþLXRMD c′ MƳ XåPDVNXRMD LU QXVLXQþLD EDQNXL
c′ = H (A,B, z′, a′, b′) , c ≡ c′u−1 (mod p) 
0
%DQNDV DSVNDLþLXRMD DWVDN\Pą r LU QXVLXQþLD MƳ SLUNơMXL %DQNDV WDLS SDW QXUDãR YLHQą SLQLJą Lã
SLUNơMR VąVNDLWRV
r ≡ w + cx (mod q) 
9DUWRWRMDV VXWLQND VX SLQLJǐ QXVNDLW\PX WLN WDGD MHL WHQNLQDPRV O\J\EơV gr ≡ ahc (mod p) LU
(hu1g2)
r ≡ bzc 9DUWRWRMDV WDLS SDW DSVNDLþLXRMD
r′ ≡ v + ru (mod p) 
7RNLX EǌGX VXNRQVWUXRMDPDV SLQLJDV {A,B, z′, a′, b′, r′}
3LQLJR PRNơMLPR SURWRNRODV
0RNơMLPR SURWRNRODV Y\NVWD WDUS SLUNơMR P LU YHUVOLQLQNR V 
3LUNơMDV QXVLXQþLD HOHNWURQLQƳ SLQLJą {A,B, z′, a′, b′, r′} YHUVOLQLQNXL
9HUVOLQLQNDV QXVLXQþLD LãEDQG\Pą
d ≡ H0 (A,B,M, t) (mod p) 10
SLUNơMXL ýLDM \UD YHUVOLQLQNR LGHQWLILNDFLMRV QXPHULV R t \UD VNDLþLXV QXURGDQWLV ODLNą LU GDWą
3LUNơMDV DSVNDLþLXRMD DWVDN\PXV
r1 ≡ du1s+ x1 (mod q) , r2 = ds+ x2 (mod q) 11
LU QXVLXQþLD YHUVOLQLQNXL 3DUDPHWUDV u1 \UD YDUWRWRMR VODSWDVLV UDNWDV R s x1 x2 \UD SDơPLPR
SURWRNROR PHWX SDVLULQNWL DWVLWLNWLQLDL VNDLþLDL
9HUVOLQLQNDV SDWLNULQD O\J\EHV
AdB ≡ gr11 gr22 (mod p) , gr
′ ≡ a′hc′ (mod p) , Ar
′
≡ b′z′c′ (mod p) 1
LU MHLJX O\J\EơV WHQNLQDPRV YHUVOLQLQNDV SULLPD HOHNWURQLQƳ SLQLJą
3LQLJR LQNDVDYLPR SURWRNRODV
9HUVOLQLQNDV QXVLXQþLD EDQNXL HOHNWURQLQƳ SLQLJą {A,B, z′, a′, b′, r′} NDUWX VX {r1, r2, d} LU SLQLJǐ
SHUYHGLPR ODLNX t
1 %DQNDV SDWLNULQD DU WHQNLQDPRV O\J\EơV 1
1
 %DQNDV SDWLNULQD DU GXRPHQǐ ED]ơMH MDX HJ]LVWXRMD SLQLJDV {A,B, z′, a′, b′, r′} -HLJX SLQLJDV UDQ
GDPDV GXRPHQǐ ED]ơMH WXRPHW EDQNDV LPDVL YHLNVPǐ NDG DWVNOHLVWǐ VXNþLDXMDQWƳ DVPHQƳ
-HL SLUPD LU DQWUD VąO\JRV WHQNLQDPRV Ƴ YHUVOLQLQNR VąVNDLWą ƳVNDLþLXRMDPD SLQLJR YHUWơ R GXRPHQ\V DSLH
SLQLJą ƳUDãRPL GXRPHQǐ ED]ơMH
-HLJX SLQLJDV MDX \UD GXRPHQǐ ED]ơMH WXRPHW EDQNDV WLNULQD
1 -HL HOHNWURQLQLR SLQLJR SHUYHGLPR ODLNDV VXWDPSD WXRPHW YHUVOLQLQNDV EDQGR SLQLJą SHUYHVWL DQWUą
NDUWą
 3ULHãLQJX DWYHMX SLUNơMDV HOHNWURQLQƳ SLQLJą LãOHLGR GDXJLDX QHJX YLHQą NDUWą WXRPHW EDQNDV JDOL
LGHQWLILNXRWL SLUNơMą
%DQNDV åLQR VXNODVWRWǐ SLQLJǐ SDUDPHWUXV {A,B, t, r1, r2} LU {A,B, t, r′1, r′2} 1DXGRGDPDV ãLXRV SDUD
PHWUXV EDQNDV JDOL DWVNOHLVWL YDUWRWRMR WDSDW\EĊ WRNLX EǌGX
(r1 − r′1) (r2 − r′2)−1 ≡ (d (u1s)− d′ (u1s)) (ds− d′s)−1 ≡ u1 (mod q) 1
7XUơGDPDV YDUWRWRMR SULYDWǐMƳ UDNWą EDQNDV JDOL DSVNDLþLXRWL SLUNơMR YLHãąMƳ UDNWą hu LU VXVLHWL MƳ VX
SLUNơMX GXRPHQǐ ED]ơMH
 12.,$ 1 02%,/86,6 7(/()21$6
âLDPH VN\ULXMH DSUDã\WDV SURJUDPǐPRELOLHVLHPV WHOHIRQDPV NǌULPDV QDXGRMDQW -DYD0( SODWIRUPą
LU QDJULQơMDPD 1RNLD 1 &ODVVLF WHOHIRQR DUFKLWHNWǌUD EHL JDOLP\EơV 6N\ULXMH EXV DSUDãRPL SDJULQGL
QLDL ãLR WHOHIRQR PRGXOLDL U\ãLR SULHPRQơV GXRPHQǐ WDOSLQLPR JDOLP\EơV SDODLNRPRV ELEOLRWHNRV 7DLS
SDW SDWHLNLDPDV WUXPSDV VDXJDXV HOHPHQWR DSUDã\PDV 1RNLD 1 &ODVVLF \UD 60 ãHLPRV WHOHIRQDV Lã
OHLVWDV 00 PHWDLV %H ƳSUDVWR IXQNFLRQDOXPR NDLS %OXHWRRWK U\ã\V -DYD 0( SURJUDPLQơ ƳUDQJD *
U\ã\V LU NW WHOHIRQH WDLS SDW SDODLNRPD DUWLPR ODXNR NRPXQLNDFLMD 1)& DQJO 1HDU )LHOG &RPPXQLFD
WLRQ  YLHQDV QDXMDXVLǐ LU SHUVSHNW\YLDXVLǐ U\ãLR VWDQGDUWǐ
-DYD 0( SODWIRUPD
-DYD ãLXR PHWX \UD SODþLDL QDXGRMDPD SURJUDPDYLPR NDOED 9LHQD GLGåLDXVLǐ ãLRV NDOERV SRSX
OLDUXPR SULHåDVþLǐ \UD WDL NDG JDOLPD NXUWL SURJUDPLQĊ ƳUDQJą VNLUWLQJRPV RSHUDFLQơPV VLVWHPRPV LU
NRPSLXWHULǐ DUFKLWHNWǌURPV âLXR PHWX SDJULQGLQơV -DYD NDOERV SODWIRUPRV \UD ãLRV
 -DYD 6WDQGDUG (GLWLRQ 6(
 -DYD (QWHUSULVH (GLWLRQ ((
 -DYD 0LFUR (GLWLRQ 0(

1 SDY 0RELOXVLV WHOHIRQDV 1RNLD 1 &ODVVLF
 -DYD &DUG
1RNLD 1 &ODVVLF WHOHIRQH \UD ƳGLHJWD -DYD 0LFUR (GLWLRQ SODWIRUPD âL SODWIRUPD SDODLNR WLN GDOƳ -DYD
6WDQGDUG (GLWLRQ SODWIRUPRV DSOLNDFLMǐ SURJUDPDYLPR LQWHUIHLVR $3, DQJO DSSOLFDWLRQ SURJUDPLQJ LQ
WHUIDFH EHL QDXGRMD VNLUWLQJą SURJUDPǐ GLHJLPR SURFHGǌUą 1RULQW ƳGLHJWL SURJUDPą Ƴ PRELOǐMƳ WHOHIRQą
UHLNLD VXNXUWL VSHFLDOǐ 0,'/(7 SDNHWą NXULDPH WDOSLQDPD SDWL SURJUDPD EHL MDL UHLNDOLQJL UHVXUVDL
7HOHIRQH \UD UHDOL]XRWL VWDQGDUWLQLV -DYD 0( $3,  &/'& DQJO &RQQHFWHG /LPLWHG 'HYLFH &RQ
ILJXUDWLRQ EHL 0,'3 DQJO 0RELOH ,QIRUPDWLRQ 'HYLFH 3URILOH %H ãLǐ ELEOLRWHNǐ 1RNLD 1 &ODVVLF
SDODLNR 3,0 DQJO 3HUVRQDO ,QIRUPDWLRQ 0DQDJHPHQW )LOH&RQQHFWLRQ $3, &RQWDFWOHVV &RPPXQLFD
WLRQ $3, &RQWDFWOHVV &RPPXQLFDWLRQ ([WHQVLRQ $3, 5HFRUG 0DQDJHPHQW 6WRUH &/'& ƳJ\YHQGLQD
PLQLPDOLą -DYD VLVWHPą
 -DYD NDOED
 -DYD NDOERV SDJULQGLQơV ELEOLRWHNRV
 ƲYHGLPR LU LãYHGLPR ELEOLRWHNRV
 6DXJXPDV
 7LQNOR ELEOLRWHNRV
0,'3 \UD &/'& SDSLOG\PDV VNLUWDV PRELOLHVLHPV WHOHIRQDPV NXULXRVH UHDOL]XRWRV ELEOLRWHNRV LU IXQN
FLMRV VNLUWRV SURJUDPRV SDUXRãLPXL LU GLHJLPXL LãSOơVWRV WLQNOR ELEOLRWHNǐ JDOLP\EơV SDVWRYLRML ODLNPHQD
DQJO 5HFRUG 0DQDJHPHQW 6\VWHP JDUVR YDUWRWRMR VąVDMRV LU NLWRV ELEOLRWHNRV

'XRPHQǐ VDXJRMLPR ODLNPHQRV
(OHNWURQLQLǐ SLQLJǐ VLVWHPRV UHDOL]DFLMRMH VYDUEX SDULQNWL ODLNPHQą WHOHIRQH SLQLJDPV LU VODSWLHPV
SDUDPHWUDPV HOHNWURQLQLDP SDUDãXL VDXJRWL 12.,$ 1 &ODVVLF WHOHIRQH GXRPHQLV JDOLPD VDXJRWL
 WHOHIRQR YLGLQơMH GRNXPHQWǐ VLVWHPRMH
 PRELOLRMH DWPLQWLHV NRUWHOơMH WHOHIRQH
 ƳUDãǐ YDOG\PR VLVWHPRMH 506
 VDXJLDMDPH HOHPHQWH DQJO 6HFXUH (OHPHQWH
.DGDQJL HOHNWURQLQLV SLQLJDV QHåLQDQW YDUWRWRMR SULYDWDXV UDNWR QHJDOL EǌWL LãOHLVWDV QHNHOLDPH UHLNDOD
YLPR HOHNWURQLQLXV SLQLJXV VDXJRWL VDXJLąMDPH HOHPHQWH (OHNWURQLQLǐ SLQLJǐ VDXJRMLPXL EXYR SDVLULQNWD
WHOHIRQR YLGLQơ IDLOǐ VLVWHPD âƳ SDVLULQNLPą QXOơPơ WDL NDG WDOSRV YLGLQơMH DWPLQW\MH XåWHQND GLGHOLDP
SLQLJǐ NLHNLXL
7DP NDG SDPHWXV DUED YDJ\VWơV DWYHMX XåWLNULQWL SULYDWDXV UDNWR VDXJXPą UDNWDV NDUWX VX YLVD
VODSWD LQIRUPDFLMD WDOSLQDPDV VDXJLąMDPH HOHPHQWH
6DXJXVLV HOHPHQWDV
7HOHIRQH NDUWX VX 1)& PRGXOLX \UD ƳGLHJWDV VDXJXVLV HOHPHQWDV DQJO 6HFXUH (OHPHQW NXULV
JDOL EǌWL SDQDXGRWDV NDLS
 1)& PLNURSURFHVRULQLǐ NRUWHOLǐ VNDLW\WXYDV
 0LNURSURFHVRULQơ NRUWHOơ
5HDOL]XRMDQW HOHNWURQLQLǐ SLQLJǐ VLVWHPą EXV UHLNDOLQJDV VDXJDXV HOHPHQWR NDLS PLNURSURFHVRULQơ NRU
WHOơ IXQNFLRQDOXPDV âLRMH NRUWHOơMH \UD ƳGLHJWD -DYD &DUG SODWIRUPD 3ODWHVQơ LQIRUPDFLMD DSLH PLN
URSURFHVRULQĊ NRUWHOĊ EHL -DYD &DUG SODWIRUPą SDWHLNWD NLWXRVH VN\ULXRVH
3DWLNLPL SDVODXJǐ YDOG\WRMDL
0LNURSURFHVRULQơVH NRUWHOơVH WDOSLQDPL GXRPHQ\V EǌQD VODSWL WRGơO \UD DSULERWDV SULơMLPDV SULH
ãLǐ NRUWHOLǐ 1RULQW ƳGLHJWL SDSLOGRPDV SURJUDPDV WDL JDOLPD SDGDU\WL
1 SHU SDWLNLPą SDVODXJǐ YDOG\WRMą DQJO 7UXVWHG 6HUYLFH 0DQDJHU
 DWUDNLQXV NRUWHOĊ LU JDYXV JDP\NOLQLXV UDNWXV VX NXULDLV JDOLPD SULHLWL SULH PLNURSURFHVRULQơV NRU
WHOơV

3DWLNLPL SDVODXJǐ YDOG\WRMDL \UD RUJDQL]DFLMRV NXULǐ WLNVODV SDGơWL SDVODXJǐ WLHNơMDPV VDXJLDX SDVNLUV
W\WL LU YDOG\WL SURJUDPDV QDXGRMDQW PRELOLRMR U\ãLR RSHUDWRULǐ WLQNOXV âLDP GDUEXL SDVLULQNWDV DQWUDV
YDULDQWDV NXULR SDJDOED JDOLPD GLHJWL LU WHVWXRWL SURJUDPDV VDYDUDQNLãNDL $WUDNLQLPR WUǌNXPDV \UD WDL
NDG DWUDNLQXV PLNURSURFHVRULQĊ NRUWHOĊ ML WDPSD QHSDWLNLPD LU DWHLW\MH SDWLNLPL SDVODXJǐ YDOG\WRMDL Ƴ Mą
QHJDOơV ƳGLHJWL QDXMǐ SURJUDPǐ
 0,.52352&(625,1Ơ6 .257(/Ơ6
âLDPH VN\ULXMH SDWHLNWD EHQGUD LQIRUPDFLMD DSLH PLNURSURFHVRULQHV NRUWHOHV DQJO 6PDUW &DUG
Mǐ IXQNFLRQDOXPą LU SDUDPHWUXV 0LNURSURFHVRULQơV NRUWHOơV \UD QHGLGHOL ƳUHQJLQLDL DWVSDUǌV NODVWRML
PXL LU QHDXWRUL]XRWDP PRGLILNDYLPXL WRGơO JDOL EǌWL SDQDXGRWL LGHQWLILNDFLMDL DXWHQWLNDFLMDL GXRPHQǐ
WDOSLQLPXL LU SURJUDPRPV Y\NG\WL NXU UHLNDODXMDPDV GLGHOLV VDXJXPDV
âLXR PHWX PLNURSURFHVRULQơV NRUWHOơV GDXJLDXVLDL QDXGRMDPRV EDQNLQLDPH VHNWRULXMH SY] NUHGL
WLQơV DUED GHEHWLQơV NRUWHOơV LU PRELOLXRVLXRVH WHOHIRQXRVH SY] 6,0 DQJO 6XEVFULEHU ,GHQWLW\ 0R
GXOHV 'DXJHOLV LGHQWLILNDFLMRV LU DXWHQWLNDFLMRV VLVWHPǐ WDLS SDW QDXGRMD PLNURSURFHVRULQHV NRUWHOHV
9LHQDV QDXMDXVLǐ ãLR SULWDLN\PR SDY\]GåLǐ  /LHWXYRMH LU GDXJHO\MH NLWǐ ãDOLǐ SUDGơWRV GLHJWL DVPHQV
WDSDW\EơV NRUWHOơV VX PLNURSURFHVRULQH NRUWHOH
 SDY .RQWDNWLQơV PLNURSURFHVRULQơV NRUWHOơV SDY\]G\V
7HFKQLQơ ƳUDQJD
6WDQGDUWLQơVH PLNURSURFHVRULQơV NRUWHOơVH GDåQLDXVLDL EǌQD ƳGLHJWDV QXR  LNL 0+] GDåQLR SURFH
VRULXV 'DXJXPDPRGHUQLǐ NRUWHOLǐ WDLS SDW WXUL SDSLOGRPą SURFHVRULǐ VNLUWą NULSWRJUDILQơPV IXQNFLMRPV
DWOLNWL
0LNURSURFHVRULQơV NRUWHOơV DWPLQWLV EǌQD WULMǐ WLSǐ
1 3DVWRYLRML DWPLQWLV 520
 (OHNWURQLãNDL LãWULQDPD SURJUDPXRMDPD SDVWRYLRML DWPLQWLV ((3520
 2SHUDW\YLQơ DWPLQWLV 5$0

7DP NDG EǌWǐ LãVDXJRWL GXRPHQ\V 520 DWPLQWLHV WLSXL QơUD UHLNDOLQJDV HQHUJLMRV ãDOWLQLV âLDPH DWPLQ
WLHV PRGXO\MH ODLNRPL JDP\NORMH ƳGLHJWL GXRPHQ\V LU PRGLILNXRWL MRV WXULQƳ QơUD JDOLP\EơV ((3520
DWPLQWLHV PRGXOLXL NDLS LU 520 QHUHLNDOLQJDV SDSLOGRPDV HQHUJLMRV ãDOWLQLV âLV DWPLQWLHV PRGHOLV
QXR 520 PRGHOLR VNLULDVL WXR NDG JDOLPD PRGLILNXRWL MRV WXULQƳ ƳGLHJLDQW QDXMDV SURJUDPDV LU WDOSLQDQW
GXRPHQLV ((3520 DWPLQWLHV WUǌNXPDV \UD HJ]LVWXRMDQWLV ULERWDV UDã\PR FLNOǐ VNDLþLXV 5$0 \UD
QHSDVWRYLRML DWPLQWLV VNLUWD ODLNLQLHPV GXRPHQLPV VDXJRWL SURJUDPRV Y\NG\PR PHWX
.RPXQLNDFLMRV PRGHOLV $3'8
0LNURSURFHVRULQơV NRUWHOơV QHIXQNFLRQXRMD VDYDUDQNLãNDL LU YLVDGD \UD GLGHVQơV VLVWHPRV GDOLV WR
GơO GLGHOĊ VYDUEą WXUL GXRPHQǐ DSVLNHLWLPDV WDUS PLNURSURFHVRULQLǐ NRUWHOLǐ LU Mǐ VNDLW\WXYǐ 0LNURSUR
FHVRULQơV NRUWHOơV GLUED NOLHQWR  VHUYHULR UHåLPX NXU GXRPHQǐ DSVLNHLWLPą YLVDGD LQLFLMXRMD VHUYHULV
R NRUWHOơ DWOLHND NOLHQWR YDLGPHQƳ 7RNLR GXRPHQǐ DSVLNHLWLPR SDY\]G\V JDOơWǐ EǌWL EDQNR NRUWHOơ LU
EDQNRPDWDV
'XRPHQǐ DSVLNHLWLPXL QDXGRMDPL $3'8 DQJO $SSOLFDWLRQ 3URWRFRO 'DWD 8QLW GXRPHQǐ SDNHWDL
DSLEUơåWL ,62,(& 1 VWDQGDUWH $3'8 SDNHWDL JDOL EǌWL GYLHMǐ WLSǐ  LQVWUXNFLMD LU DWVDNDV ,QVWUXN
FLMD \UD VLXQþLDPD VHUYHULR SURJUDPRV Ƴ PLNURSURFHVRULQĊ NRUWHOĊ NRUWHOơMH LQVWUXNFLMD DSGRURMDPD LU
JUąåLQDPDV DWVDNDV $3'8 NRPDQGDV VXGDUR EDLWǐ PDV\YDL NXULH SDWHLNWL åHPLDX
 OHQWHOơ 'XRPHQǐ DSVLNHLWLPR $3'8 LQVWUXNFLMRV VWUXNWǌUD
$QWUDãWơ 7XULQ\V
&/$ ,16 31 3 /F 'XRPHQ\V /H
 OHQWHOơ 'XRPHQǐ DSVLNHLWLPR $3'8 DWVDNR VWUXNWǌUD
7XULQ\V 3ULHVDJD
'XRPHQ\V 6:1 6:
$3'8 GXRPHQǐ SDNHWǐ EORNǐ UHLNãPơV SDWHLNWRV åHPLDX
 'XRPHQ\V  DSVLNHLWLPR PHWX SHUGXRGDPL GXRPHQ\V
 &/$  EDLWDV QXURGDQWLV NODVĊ
 ,16  EDLWDV QXURGDQWLV LQVWUXNFLMą
 313  SDUDPHWUǐ EDLWDL
 /F  GXRPHQǐ LOJLV LQVWUXNFLMRV NRPDQGRMH
 /H  GXRPHQǐ LOJLV NXULR WLNLPDVL Lã DWVDNR NRPDQGRV
 6:1  DWVDNR NRPDQGRV EǌVHQRV EDLWDL

0LNURSURFHVRULQLǐ NRUWHOLǐ VNDLW\WXYDV
'XRPHQǐ DSVLNHLWLPDV QDXGRMDQW $3'8 GXRPHQǐ EORNXV UHDOL]XRMDPDV QDXGRMDQW EHYLHOƳ PLN
URSURFHVRULQLǐ NRUWHOLǐ VNDLW\WXYą $&5 $&6 1 âLR VNDLW\WXYR SDJDOED JDOLPD GLHJWL SURJUDPDV LU
DWOLNWL GXRPHQǐ DSVLNHLWLPXV VX WHOHIRQH HVDQþLD PLNURSURFHVRULQH NRUWHOH $WUDNLQXV WHOHIRQH HVDQWƳ
VDXJǐMƳ HOHPHQWą JDXQDPL JDP\NOLQLDL WHOHIRQR UDNWDL NXULH UHLNDOLQJL QRULQW ƳGLHJWL QDXMDV SURJUDPDV
1DXMǐ SURJUDPǐ GLHJLPDV DWOLHNDPDV QDXGRMDQW *OREDO3ODWIRUP SURJUDPLQƳ ƳUDQNƳ *36KHOO NXULR SDJDO
ED JDOLPD VLǐVWL $3'8 GXRPHQǐ SDNHWXV
 SDY %HYLHOLV PLNURSURFHVRULQLǐ NRUWHOLǐ VNDLW\WXYDV $&5 $&6 1
 -$9$ &$5' 67$1'$57$6
-DYD &DUG \UD -DYD NDOERV YHUVLMD NXUL OHLGåLD -DYD NDOED SDUDã\WDV SURJUDPDV Y\NG\WL ULERWǐ UH
VXUVǐ VLVWHPRVH WRNLRVH NDLS PLNURSURFHVRULQơV NRUWHOơV âL SODWIRUPD SODþLDL QDXGRMDPD PRELOLǐMǐ
WHOHIRQǐ 6,0 NRUWHOơVH LU EDQNR NUHGLWLQơVH EHL GHEHWLQơVH NRUWHOơVH -DYD &DUG SODWIRUPD OHLGåLD UD
ã\WL REMHNWLãNDL RULHQWXRWDV SURJUDPDV NXULRV SDODLNRPRV ƳYDLULRVH PLNURSURFHVRULQơVH NRUWHOơVH WRGơO
QHUHLNLD NLHNYLHQDL NRUWHOHL UDã\WL DWVNLURV SURJUDPRV
3URJUDPD YHLNLDQWL -DYD &DUG SODWIRUPRMH \UD YDGLQDPD DSOHWX DQJO DSSOHW R WRNLǐ DSOHWǐ ULQ
NLQ\V \UD YDGLQDPDV SDNHWX .LHNYLHQDV DSOHWDV LU SDNHWDV WXUL XQLNDOLXV LGHQWLILNDFLMRV QXPHULXV $,'
DQJO $SSOLFDWLRQ ,GHQWLILHU âLR QXPHULR SDJDOED JDOLPD WULQWL GLHJWL LU SDVLULQNWL GDUEXL DWVNLUXV DSOH
WXV LU SDNHWXV -DYD &DUG WHFKQRORJLMD QXR SLUPRV GLHQRV EXYR NXULDPD VXWHLNLDQW GLGHOĊ VYDUEą VDXJXPXL
LU GXRPHQǐ DSVDXJDL .LHNYLHQDV DSOHWDV LU MDP SULNODXVDQW\V GXRPHQ\V \UD DWVNLUWDV XJQLDVLHQH QXR NLWǐ
DSOHWǐ LU L]ROLXRWDV QXR VLVWHPRV EUDQGXROLR 'XRPHQ\V JDOL EǌWL QXVNDLWRPL LU SHUGXRGDPL WLN SHU WDP

WLNVOXL VXNXUWXV VSHFLDOL]XRWXV PHWRGXV W\ QơUD WLHVLRJLQLR SULơMLPR SULH GXRPHQǐ -DYD &DUG VLVWHPRMH
.DG JDOơWǐ YHLNWL DQW ULERWǐ UHVXUVǐ VLVWHPRVH -DYD &DUG SDODLNR WLN GDOƳ -DYD NDOERV
 3DODLNRPL WLN ERROHDQ E\WH VKRUW NLQWDPǐMǐ WLSDL
 1HSDODLNRPL GDXJLDPDþLDL PDV\YDL
 1HSDODLNRPDV GLQDPLQLV NODVLǐ XåNURYLPDV ãLXNãOLǐ VXULQNơMDV DQJO *DUEDJH &ROOHFWRU REMHNWǐ
VHULDOL]DFLMD LU NORQDYLPDV
 3DODLNRPL SDNHWDL NODVơV LQWHUIHLVDL SDYHOGơMLPDV YLUWXDOǌV PHWRGDL PHWRGǐ SHUGHQJLPDV LãLP
þLǐ YDOG\PDV
-DYD &DUG SODWIRUPRV SURJUDPRV \UD SLUPLDXVLD VXNRPSLOLXRMDPRV LU VXNXULDPL ¶FODVV¶ IDLODL NDLS LU
QDXGRMDQW VWDQGDUWLQĊ -DYD 6( SODWIRUPą 7XRPHW NODVLǐ IDLODL \UD NRQYHUWXRMDPL LU VXNXULDPDV &$3
IDLODV NXULV DSMXQJLD YLVDV NODVHV .RQYHUWDYLPR WLNVODV \UD SDWLNULQWL NODVLǐ WLQNDPXPą LU RSWLPL]DYXV
NRGą VXNXUWL SDNHWą WLQNDQWƳ -DYD &DUG SODWIRUPDL 7XRPHW &$3 IDLODV \UD SDWDOSLQDPDV Ƴ -DYD &DUG
NRUWHOĊ LU JDOL EǌWL QDXGRMDPDV -DYD &DUG LQWHUSUHWDWRULDXV
'ơO DSULERWǐ UHVXUVǐ VXGơWLQJL NULSWRJUDILQLDL DOJRULWPDL \UD UHDOL]XRWL VSHFLDOLDL WDP SDUXRãWDPH
NULSWRJUDILQLDPH SURFHVRULXMH -DYD &DUG \UD UHDOL]XRWDV $3, VNLUWDV GDUEXL VX NULSWRJUDILQơPLV IXQN
FLMRPLV LU PRGHOLDLV 'DUEXL VX NULSWRJUDILQLDLV PHWRGDLV NODVHV JDOLPD UDVWL MDYDFDUGVHFXULW\ LU MDYD
FDUG[FU\SWR SDNHWXRVH
 .H\%XLOGHU  NODVơ VNLUWD NULSWRJUDILQLǐ UDNWǐ JHQHUDYLPXL
 .H\3DLU  NODVơ VNLUWD SULYDWDXV LU YLHãR UDNWR SRURPV VDXJRWL
 0HVVDJH'LJHVW  NULSWRJUDILQơV YLHQNU\SWơV IXQNFLMRV
 5DQGRP'DWD  NODVơ VNLUWD DWVLWLNWLQLDPV VNDLþLDPV JHQHUXRWL
 6LJQDWXUH  '6$ 56$ LU NLWXV DOJRULWPXV SDODNDQWL NODVơ OHLGåLDQWL SDVLUDã\WL GXRPHQLV
 &LSKHU  56$ $(6 LU NLWXV DOJRULWPXV SDODLNDQWL ãLIUDYLPR NODVơ
-DYD &DUG SODWIRUPRV WUǌNXPDV \UD WDL NDG QơUD JDOLP\EơV SULHLWL SULH NULSWRJUDILQLR SURFHVRULDXV WLHVLR
JLDL QRULQW DWOLNWL WRNLXV YHLNVPXV NDLS PRGXOLQơ GDXJ\ED LU PRGXOLQLV HNVSRQHQWLDYLPDV 'ơO WR ODEDL
DSVXQNLQDPDV QDXMǐ NULSWRJUDILQLǐ PRGHOLǐ LU VFKHPǐ GLHJLPDV Ƴ -DYD &DUG PLNURSURFHVRULQHV NRUWHOHV
10 (/(.7521,1,Ǐ 3,1,*Ǐ 5($/,=$&,-26 ,5 7<5,02 5(,.$/$9,0$,
7LULDPRMR GDUER PHWX 6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLR UHDOL]DFLMD EXV DWOLHNDPD WULPLV
HWDSDLV
1 0RGHOLR UHDOL]DFLMD -DYD 6( SODWIRUPRMH
 0RGHOLR UHDOL]DFLMD -DYH 0( SODWIRUPRMH
 .ULWLQLR VDXJXPR IXQNFLMǐ UHDOL]DFLMD -DYD &DUG SODWIRUPRMH

0RGHOLR UHDOL]DFLMD -DYD 6( SODWIRUPRMH
âLRMH UHDOL]DFLMRMH YDUWRWRMR EDQNR LU YHUVOLQLQNR GDO\V EXV UHDOL]XRWRV QDXGRMDQW -DYD 6( SODWIRU
Pą 'DUEXL VX GLGHOLDLV VNDLþLDLV EXV QDXGRMDPD %LJ,QWHJHU ELEOLRWHND
0RGHOLR UHDOL]DFLMD -DYH 0( SODWIRUPRMH
âLRMH UHDOL]DFLMRMH WDULDPD NDG YDUWRWRMR SULYDWXV LU YLHãDV UDNWDL ODLNRPL ODLVYDL SULHLQDPRMH DW
PLQWLHV GDO\MH WRGơO SDPHWXV WHOHIRQą HOHNWURQLQLDL SLQLJDL JDOL EǌWL LãOHLVWL QHDXWRUL]XRWǐ DVPHQǐ 'DU
EXL VX GLGHOLDLV VNDLþLDLV EXV QDXGRMDPD %RXQF\ &DVWOH %LJ,QWHJHU UHDOL]DFLMD 6YDUEX SDWLNULQWL ãLRV
UHDOL]DFLMRV JUHLWƳ NXRPHW RSHUXRMDPL VNDLþLDL EXV  DUED 1 ELWǐ NDLS \UD UHNRPHQGXRMDPD 6FK
QRUU DXWHQWLNDFLMRV LU SDUDãR VFKHPRVH 6YDUEXV GơPHV\V EXV VNLULDPDV YDUWRWRMR LU YHUVOLQLQNR GDOLHV
UHDOL]DFLMRV JUHLþLXL QHV EDQNR GDOLV YLVXRPHW EXV DWOLHNDPD VSHFLDOLDL WDP GHGLNXRWRVH VLVWHPRVH NDLS
EDQNRPDWDL DUED LQWHUQHWR VHUYHULDL WRGơO EXV QDXGRMDPD -DYD 6( SODWIRUPD LU QDãHVQơ WHFKQLQơ ƳUDQJD
.ULWLQLR VDXJXPR IXQNFLMǐ UHDOL]DFLMD -DYD &DUG SODWIRUPRMH
âLR HWDSR PHWX EXV DWOLHNDPD NULWLQLR VDXJXPR IXQNFLMǐ UHDOL]DFLMD -DYD &DUG SODWIRUPRMH âLRMH
GDO\MH GDXJLDXVLDL GơPHVLR EXV VNLULDPD YDUWRWRMR SURWRNROR GDOLDL GơO
 (OHNWURQLQLǐ SLQLJǐ UHDOL]DFLMRV JUHLþLR
 (OHNWURQLQLǐ SLQLJǐ UHDOL]DFLMRV VDXJXPR
.DGDQJL PRNơMLPDL DWOLHNDPL SDUGXRWXYơVH LU SDQDãLRVH ƳVWDLJRVH NXU VXVLGDUR HLOơV ODEDL VYDUEX NDG
PRNơMLPDL EǌWǐ DWOLHNDPL NXR VSDUþLDX 7DLS SDW ODEDL VYDUEX NDG HOHNWURQLQLǐ SLQLJǐ UHDOL]DFLMD EǌWǐ
VDXJL 3DPHWXV DUED WHOHIRQR YDJ\VWơV DWYHMX WXUL QHEǌWL EǌGǐ LãOHLVWL HOHNWURQLQLXV SLQLJXV 7DL JDOLPD
XåWLNULQWL WLN YLHQX EǌGX  YDUWRWRMR NULSWRJUDILQLDL SULYDWLHML UDNWDL WXUL EǌWL VDXJRPL VDXJLRMH DWPLQW\MH
5HLNLD LãWLUWL 6WHIDQ %UDQGV PRGHOLR YDUWRWRMR SXVơV UHDOL]DFLMRV JDOLP\EHV PLNURSURFHVRULQơMH NRUWHOơMH
âLR HWDSR PHWX EXV SDQDXGRWDV PLNURSURFHVRULQLǐ NRUWHOLǐ VNDLW\WXYDV OHLVLDQWLV NULWLQLR VDXJXPR
IXQNFLMDV ƳGLHJWL PLNURSURFHVRULQơMH NRUWHOơMH -DYD &DUG DSOHWǐ GLHJLPXL PLNURSURFHVRULQơMH NRUWHOơMH
EXV QDXGRMDPD *36KHOO SURJUDPD NXULRV SDJDOED EXV DXWRPDWL]XRWDV GLHJLPDV LU WHVWDYLPDV
3UDGLQLDP UHDOL]DFLMRV WHVWDYLPXL EXV SDVLWHONLDPDV -&:'( DQJO -DYD &DUG :RUNVWDWLRQ 'H
YHORSPHQW (QYLURQPHQW ƳUDQNLV OHLGåLDQWLV HPXOLXRWL WHOHIRQH HVDQþLą PLNURSURFHVRULQĊ NRUWHOĊ LU WRNLX
EǌGX SDJUHLWLQWL WHVWDYLPą

$ULWPHWLQLǐ RSHUDFLMǐ UHDOL]DFLMD -DYD &DUG SODWIRUPRMH
.DGDQJL -DYD &DUG SODWIRUPD QHWXUL ELEOLRWHNRV GDUEXL VX GLGHOLDLV VNDLþLDLV ãL ELEOLRWHND WXUL EǌWL




 0RGXOLQơ HNVSRQHQWơ PRG3RZ
 6DQGDXJD 
 9LHQR ELWR SRVWǌPLV Ƴ GHãLQĊ !!
6NDLþLDL WXUL EǌWL VDXJRPL EDLWǐ PDV\YXRVH $QNãþLDX LãYDUGLQWDV RSHUDFLMDV NDLS LU RSHUDFLMRV UH]XOWDWą
UHLNLD UHDOL]XRWL WDUS EDLWǐ PDV\Yǐ 9LVRV RSHUDFLMRV WXUL EǌWL DWOLHNDPRV EDLJWLQLDPH ODXNH Zp 6XNXUWRV
RSHUDFLMRV WXUL EǌWL WHVWXRMDPRV VX ƳYDLULDLV VNDLþLDLV
0
 (/(.7521,1,Ǐ 3,1,*Ǐ 5($/,=$&,-$
1 $8720$7,1,6 02'(/,2 3$5$0(75Ǐ *(1(5$9,0$6
.DGDQJL PRGHOLV EXV WHVWXRMDPDV VX ƳYDLUDXV G\GåLR VNDLWPHQLPLV VXNXUWD SURJUDPD NXULRV SD
JDOED WXULQW WDP WLNUą VNDLþLǐ e DXWRPDWLãNDL VXJHQHUXRMDPL 6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ VLVWHPRV
SDUDPHWUDL p q g g1 g2 x h u1 hu1  z
ILQG34%LJ,QWHJHU H
0HWRGDV LHãNR GLGHVQLǐ Xå e SLUPLQLǐ VNDLþLǐ p NRO WHQNLQDPD O\J\Eơ p = 2q+1 LU q \UD SLUPLQLV
VNDLþLXV 0HWRGDV JUDåLQD PRGHOLR SDUDPHWUXV p LU q
ILQG*
0HWRGDV DWVLWLNWLQDL SDUHQND VNDLþLXV LU VNDLþLǐ SULLPD NDLS JHQHUDWRULǐ MHLJX WHQNLQDPRV O\J\EơV
g2 ≡ 1 (mod p) LU gq ≡ 1 (mod p) 0HWRGDV JUDåLQD JHQHUDWRULǐ g
JHQHUDWH%DQN.H\V
$WVLWLNWLQDL VXJHQHUXRMDPDV VNDLþLXV x ∈ Gq LU SDJDO 1 DSVNDLþLXRMDPDV EDQNR YLHãDVLV UDNWDV h
JHQHUDWH8VHU.H\V
$WVLWLNWLQDL VXJHQHUXRMDPDV VNDLþLXV u1 ∈ Gq LU SDJDO  EHL  DSVNDLþLXRMDPL YDUWRWRMR SULYDWXV
UDNWDV hu1 LU NRPSRQHQWơ z
.DGDQJL VNDLþLXV -DYD 0( LU -DYD &DUG SODWIRUPRVH VDXJRVLPH VNLUWLQJX IRUPDWX WDL VXJHQHUXRWL
SDUDPHWUDL LãYHGDPL %LJ,QWHJHU LU EDLWǐ PDV\Yǐ IRUPDWDLV äHPLDX SDWHLNWDV VLVWHPRV SDUDPHWUǐ JHQH
UDYLPR SURJUDPRV LãYHGDPDV UH]XOWDWDV NXRPHW SDUHQNDPL  ELWǐ SDUDPHWUDL
"B;AMi2;2` T 4 M2r "B;AMi2;2`U]9kN9Nedj3d]Vc
"B;AMi2;2` [ 4 M2r "B;AMi2;2`U]kR9d93jeNj]Vc
"B;AMi2;2` ; 4 M2r "B;AMi2;2`U]kR93d8yjj8]Vc
"B;AMi2;2` ;R 4 M2r "B;AMi2;2`U]339NNR89R]Vc
"B;AMi2;2` ;k 4 M2r "B;AMi2;2`U]kyN9RNkyNN]Vc
"B;AMi2;2` t 4 M2r "B;AMi2;2`U]dNkkjej3]Vc
"B;AMi2;2` ? 4 M2r "B;AMi2;2`U]9RkkNedyNy]Vc
"B;AMi2;2` mR 4 M2r "B;AMi2;2`U]k8y8RRkee]Vc
"B;AMi2;2` ?mR 4 M2r "B;AMi2;2`U]jd88jR89jj]Vc
"B;AMi2;2` x 4 M2r "B;AMi2;2`U]R3NdjNykdy]Vc
1
#vi2() T 4 & U#vi2V ytyR- U#vi2V ytyy- U#vi2V ytyy- U#vi2V ytyy- U#vi2V y
t8#- 'c
#vi2() [ 4 & U#vi2V yt3y- U#vi2V ytyy- U#vi2V ytyy- U#vi2V ytk/- 'c
#vi2() ; 4 & U#vi2V yt3y- U#vi2V ytRj- U#vi2V yt8j- U#vi2V yt77- 'c
#vi2() ;R 4 & U#vi2V ytj9- U#vi2V yt#7- U#vi2V yt2e- U#vi2V ytj8- 'c
#vi2() ;k 4 & U#vi2V ytd+- U#vi2V yt/k- U#vi2V yt/8- U#vi2V yt2j- 'c
#vi2() t 4 & U#vi2V yty9- U#vi2V yt#3- U#vi2V yt/#- U#vi2V yt8e- 'c
#vi2() ? 4 & U#vi2V yt78- U#vi2V yt#7- U#vi2V ytd+- U#vi2V ytjk- 'c
#vi2() mR 4 & U#vi2V yty2- U#vi2V yt22- U#vi2V ytd7- U#vi2V ytk- 'c
#vi2() ?mR 4 & U#vi2V yt/7- U#vi2V yt/8- U#vi2V ytNy- U#vi2V yt2N- 'c
#vi2() x 4 & U#vi2V ytdR- U#vi2V ytRd- U#vi2V yt2y- U#vi2V yt#2- 'c
 02'(/,2 5($/,=$&,-$ -$9$ 6( 3/$7)2502-(
6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLV -DYD 6( SODWIRUPRMH UHDOL]XRWDV %RXQF\ &DVWOH ELEOLR
WHNRV SDJDOED 6XNXUWL PHWRGDL YLVLHPV HOHNWURQLQLǐ SLQLJǐ PRGHOLR FLUNXOLDFLMRV VXEMHNWDPV EDQNXL
YDUWRWRMXL YHUVOLQLQNXL LU DSVNDLþLXRWDV ODLNDV UHLNDOLQJDV YLVDL VLVWHPDL EHL DWVNLULHPV åLQJVQLDPV Y\N
G\WL 6NDLþLDYLPDL DWOLNWL SULH 32 64 128 256 LU 512 ELWǐ SDUDPHWUǐ 'DUEXL VX GLGHOLDLV VNDLþLDLV QDXGR
MDPD %LJ,QWHJHU ELEOLRWHND äHPLDX SDWHLNWL UH]XOWDWDL JDXWL WHVWXRMDQW EHQGUą VLVWHPRV ODLNą LU DWVNLUDL
YDUWRWRMR EHL SDUGDYơMR ODLNXV *DOLPD SDVWHEơWL NDG ODLNDV UHLNDOLQJDV SURWRNROǐ ƳY\NG\PXL -DYD 6(
SODWIRUPRMH WHVWDYLPXL QDXGRMDQW $0' $WKORQ 000 NRPSLXWHUƳ \UD WUXPSDV YLVǐ SURWNROǐ DWåYLOJLX
1 SDY %HQGUD UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -6( SODWIRUPRMH

 SDY 9HUVOLQLQNR UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -6( SODWIRUPRMH
 SDY 9DUWRWRMR UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -6( SODWIRUPRMH
 352*5$0Ǐ -$9$ 0( ,5 -$9$ &$5' 3/$7)25026( .21675$9,0$6 ,5 ',(*,
0$6
1RULQW VLVWHPą WHVWXRWL -DYH 0( LU -DYD &DUG SODWIRUPRVH UHLNLD DXWRPDWL]XRWL GDåQDL SDVLNDUWR
MDQþLXV SURFHVXV NDLS SURJUDPRV NRPSLOLDYLPDV WLNULQLPDV SDNHWR NǌULPDV SDVLUDã\PDV LU ƳNơOLPDV Ƴ
WHOHIRQR DWPLQWƳ DUED Ƴ PLNURSURFHVRULQĊ NRUWHOĊ âLDP WLNVOXL EXYR VXNXUWL DUED SDQDXGRWL ƳYDLUǌV ƳUDQ
NLDL OHLGåLDQW\V GDXJHOƳ SURFHVǐ DWOLNWL DXWRPDWLãNDL EH YDUWRWRMR ƳVLNLãLPR
3DNHWǐ -DYD 0( SODWIRUPDL NRQVWUDYLPDV LU GLHJLPDV
$XWRPDWLQLDP SURJUDPǐ NRPSLOLDYLPXL LU JDOXWLQLDP SDNHWR VXNǌULPXL EXYR SDVLWHONWD $17 VLV
WHPD %XYR VXNXUWDV SURJUDPRV NRPSLOLDYLPR SDWLNULQLPR LU SDVLUDã\PR LQVWUXNFLMǐ IDLODV NXULV Y\N
GRPDV QDXGRMDQW $17 VLVWHPą *DOLPRV LQVWUXNFLMRV \UD LQLW FRPSLOH GLVW SUHYHULI\ GHSOR\ VLJQ
XSORDG âLRV VLVWHPRV SDJDOED VXWDXSRPDV EUDQJXV ODLNDV UHLNDOLQJDV SDVLNDUWRMDQþLRPV SURFHGǌURPV

DWOLNWL 6XNXULDPDV SDNHWDV Ƴ WHOHIRQą ƳNHOLDPDV QDXGRMDQW %OXHWRRWK U\ãƳ
1RULQW Lã WHOHIRQR SDVLHNWL PLNURSURFHVRULQĊ NRUWHOĊ -0( DSOHWDV WXUL EǌWL SDVLUDã\WDV ƳJDOLRWRV
RUJDQL]DFLMRV 1RULQW SDVLUDã\WL UHLNDOLQJDV VHUWLILNDWDV âLǐ VHUWLILNDWǐ NDLQD ULQNRMH VLHNLD GDXJLDX QHL
100 /W EHW EXYR UDVWDV PHWRGDV WHOHIRQH ƳGLHJWL VDYR VHUWLILNDWą LU YơOLDX MƳ QDXGRWL SDVLUDãLQơMDQW SURJ
UDPDV 'DXJLDX LQIRUPDFLMRV DSLH VHUWLILNDWR VXNǌULPą LU GLHJLPą WHOHIRQH UDVLWH 'ZDUI 00
7HVWXRMDQW VLVWHPRV UHDOL]DFLMRV NRUHNWLãNXPą EXYR QDXGRMDPDV WHOHIRQR HPXOLDWRULXV  äHPLDX
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3DNHWǐ -DYD 0( SODWIRUPDL NRQVWUDYLPDV LU GLHJLPDV
.DGDQJL GLHJLPDV Ƴ PLNURSURFHVRULQHV NRUWHOHV \UD VXGơWLQJDV EH WR UDã\Pǐ VNDLþLXV Ƴ ((3520
DWPLQWƳ \UD ULERWDV WHVWDYLPXL SDVLWHONWDV -&:'( ƳUDQNLV OHLGåLDQWLV HPXOLXRWL WHOHIRQH HVDQþLą PLN
URSURFHVRULQĊ NRUWHOĊ 7DP WLNVOXL VXNXUWDV LQVWUXNFLMǐ IDLODV NXULR SDJDOED HPXOLXRMDPD SURJUDPD 7XR
PHW DSGXWRRO SURJUDPRV SDJDOED SHUGXRGDPRV $3'8 NRPDQGRV Ƴ HPXOLXRMDPą SURJUDPą 7HVWDYLPXL
VNLUWR DSGXWRRO LQVWUXNFLMǐ IDLOR SDY\]G\V

 SDY (OHNWURQLQLǐ SLQLJǐ WHVWDYLPDV PRELODXV WHOHIRQR HPXOLDWRULXMH
TQr2`mTc
ff SbB`2MFKb /B2;BKQ TH2ib
ytyy yt9 yty9 ytyy ytyN yty ytyy ytyy ytyy ytek ytyj ytyR yty3 ytyR ytd6c
yt3y yt"3 ytyy ytyy yty+ yty yty ytyy ytyy ytyy ytek ytyj ytyR yty* ytyj
ytyR ytyy ytd6c
ff SbB`2MFKb i2bimQDKb TH2ib
ytyy yt9 yty9 ytyy yty yty ytyy ytyy ytyy ytek ytyj ytyR yty* ytyj ytyR
ytd6c
ff ÈaBmMBK BMbi`mF+BD
ytyy yt ytRR ytyy ytR8 ytN ytj9 ytj3 ytR+ ytR7 ytkk yt7e yt/k ytd3 yt/d
ytR# ytk+ yt3y XXXc
TQr2`/QrMc
-DYD &DUG DSOHWDL Ƴ PLNURSURFHVRULQĊ NRUWHOĊ GLHJLDPL QDXGRMDQW SURJUDPą *36KHOO LU PLNURSURFH
VRULQLǐ NRUWHOLǐ VNDLW\WXYą âLDL SURJUDPDL WDLS SDW EXYR VXNXUWDV LQVWUXNFLMǐ IDLODV OHLGåLDQWLV DXWRPDWL
]XRWL SURFHVą 7DLS SDW EXYR VXNXUWDV LQVWUXNFLMǐ IDLODV OHLGåLDQWLV DWOLNWL WHVWDYLPą PLNURSURFHVRULQơMH
NRUWHOơMH %XYR SDVWHEơWD NDG QDXGRMDQW PLNURSURFHVRULQLǐ NRUWHOLǐ VNDLW\WXYą VX LOJDL WUXQNDQþLDLV
VNDLþLDYLPDLV U\ã\V QXWUǌNVWD WRGơO GDOLV WHVWDYLPR EXYR DWOLHNDPD WLHVLDL Lã WHOHIRQR QDXGRMDQW -0(
DSOHWą
 02'(/,2 5($/,=$&,-$ -$9$ 0( 3/$7)2502-(
6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLV -DYD 0( SODWIRUPRMH NDLS LU -DYD 6( SODWIRUPRMH UHD
OL]XRWDV %RXQF\ &DVWOH ELEOLRWHNRV SDJDOED 6NDLþLDYLPDPV QDXGRMDPD WD SDWL NODVơ NDLS LU -DYD 6(

SODWIRUPRMH WRGơO DGDSWXRMDQW UHLNơMR SDNHLVWL WLN VąVDMą GXRPHQǐ ƳYHGLPXL LU LãYHGLPXL 6NDLþLDYLPDL
NDLS LU -DYD 6( SODWIRUPRMH DWOLNWL SULH 32 64 128 256 LU 512 ELWǐ SDUDPHWUǐ äHPLDX SDWHLNWL UH]XOWDWDL
JDXWL WHVWXRMDQW EHQGUą VLVWHPRV ODLNą LU DWVNLUDL YDUWRWRMR EHL SDUGDYơMR ODLNXV
 SDY %HQGUD UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -0( SODWIRUPRMH
 SDY 9HUVOLQLQNR UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -0( SODWIRUPRMH
.DLS PDWRPH Lã JUDILNǐ UHDOL]DFLMRV JUHLWLV -DYD 0( SODWIRUPRMH SDO\JLQXV VX -DYD 6( SODWIRU
PD VNLULDVL GDXJLDX QHL 100 NDUWǐ 7RNV GLGHOLV VNLUWXPDV DWVLUDQGD GơO WHFKQLQLǐ 12.,$ 1 &ODVVLF
SDUDPHWUǐ /DLNDV UHLNDOLQJDV YDUWRWRMR SURWRNROǐ GDOLDL DWOLNWL VLHNLD a1 VHNXQGåLǐ 3ULGơMXV ODLNą UHL
NDOLQJą GXRPHQǐ DSVLNHLWLPXL WDUS EDQNR YHUVOLQLQNR WHUPLQDOR LU YDUWRWRMR EHQGUDV YDUWRWRMR SLQLJR
SDơPLPR LU LãOHLGLPR SURWRNROǐ ODLNDV JDOL LãDXJWL LNL 10 VHNXQGåLǐ SULNODXVRPDL QXR JUDILQơV VąVDMRV
UHDOL]DFLMRV LU GXRPHQǐ DSVLNHLWLPR NDQDOR JUHLþLR

 SDY 9DUWRWRMR UHDOL]DFLMRV ODLNR SULNODXVRP\Eơ QXR ELWǐ VNDLþLDXV -0( SODWIRUPRMH
 $5,70(7,1,Ǐ )81.&,-Ǐ 5($/,=$&,-$ -$9$ &$5' 3/$7)2502-(
âLDPH VN\ULXMH DSWDUVLPH PHWRGXV SDQDXGRWXV UHDOL]XRMDQW ELEOLRWHNą VNLUWą GDUEXL VX GLGHOLDLV
VNDLþLDLV -DYD &DUG SODWIRUPRMH
6NDLþLǐ UHSUH]HQWDFLMD
6XNXUWRMH VLVWHPRMH VNDLþLDL UHSUH]HQWXRMDPL EDLWǐ PDV\YH %DLWǐ PDV\YR G\GLV SULNODXVR QXR
SDVLULQNWR EDLJWLQLR ODXNR SDUDPHWUR p 1HSULNODXVRPDL QXR VNDLWPHQǐ VNDLþLDXV PDV\YR G\GLV OLHND
WRNV SDW 1 OHQWHOơMH SDWHLNWD GYHMǐ VNDLþLǐ UHSUH]HQWDFLMD EDLWǐ PDV\YH NXRPHW p \UD  ELWǐ
1 OHQWHOơ 6NDLþLǐ UHSUH]HQWDFLMD EDLWǐ PDV\YH NDL p \UD  ELWǐ
10011
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6NDLþLǐ SDO\JLQLPDV
'YHMǐ VNDLþLǐ SDO\JLQLPDV UHDOL]XRWDV GYLHP HWDSDLV 3LUPR HWDSR PHWX SDWLNULQDPD DU EDLWǐ PDV\
YDL \UD YLHQRGR LOJLR -HLJX LOJLDL VNLULDVL PDV\YDL O\JLQDPL SDJDO Mǐ G\GƳ -HLJX LOJLDL VXWDPSD WXRPHW
WLNULQDPD HLQDQW Lã NDLUơV Ƴ GHãLQĊ O\JLQDQW DWLWLQNDPXV EDLWXV
6NLUWXPDV PRGXOLX S
5HDOL]XRMDQW GYLHMǐ VNDLþLǐ a LU b VNLUWXPą s PRGXOLX p JDOLPL GX YDULDQWDL

 -HLJX a > b WXRPHW s = a− b
 -HLJX a < b WXRPHW s = p− (b− a)
'LGHVQLR LU PDåHVQLR VNDLþLǐ VNLUWXPDV UHDOL]XRWDV LPDQW PDV\YR HOHPHQWXV Lã NDLUơV Ƴ GHãLQĊ LU DWOLHNDQW
DWLWLQNDPǐ QDULǐ VNLUWXPą re
 -HL re > 0 WXRPHW Ƴ QDXMR PDV\YR DWLWLQNDPą HOHPHQWą ƳUDãRPD re UHLNãPơ
 -HL re < 0 ƳUDãRPD UHLNãPơ 256 + re LU VHNDQþLR åLQJVQLR PHWX SULH QDULǐ VNLUWXPR SULGHGDPDV
−1
0RGXOLQơ RSHUDFLMD
0RGXOLQơV RSHUDFLMRV DSVNDLþLDYLPXL SDWHLNLDPDV VNDLþLXV a LU PRGXOLV m 7XRPHW NRO a > m
SHUVNDLþLXRMDPD UHLNãPơ a = m−a $WVDN\PDV JDXQDPDV NDL a < m 0HWRGR UHDOL]DFLMRMH QDXGRMDPRV
VNDLþLǐ SDO\JLQLPR LU VNLUWXPR RSHUDFLMRV
6XGơWLV PRGXOLX S
5HDOL]XRMDQW GYLHMǐ VNDLþLǐ a LU b VXGơWƳ DWOLHNDPD SLOQD ãLǐ VNDLþLǐ VXGơWLV R WDGD MHLJX a > m
SULWDLNRPD PRGXOLQơ RSHUDFLMD 'LGHVQLR LU PDåHVQLR VNDLþLǐ VXGơWLV UHDOL]XRWD LPDQW PDV\YR HOHPHQWXV
Lã GHãLQơV Ƴ NDLUĊ LU DSVNDLþLXRMDQW DWLWLQNDPǐ QDULǐ VXPą re
 -HLJX JDXWD VXPD re < 256 WXRPHW Ƴ QDXMR PDV\YR DWLWLQNDPą HOHPHQWą ƳUDãRPD re UHLNãPơ
 -HLJX JDXWD VXPD re > 255 WXRPHW ƳUDãRPD 256−re UHLNãPơ LU VHNDQþLR åLQJVQLR PHWX SULH VXPRV
SULGHGDPDV 1
3RVWǌPLV Ƴ GHãLQĊ DUED GDO\ED Lã GYLHMǐ
'YHMHWDLQLR VNDLþLDXV a SRVWǌPLV Ƴ GHãLQĊ SHU YLHQą ELWą \UD HNYLYDOHQWL RSHUDFLMD GDO\EDL Lã GYLHMǐ
-HLJX a \UD QHO\JLQLV VNDLþLXV W\ PDåLDXVLDL UHLNãPLQJDV ELWDV (. . . 010001101) \UD O\JXV YLHQHWXL WXR
PHW DSVNDLþLXRMDPD a ≡ a+p (mod p) âLRV RSHUDFLMRV SDJDOED JDXQDPDV O\JLQLV VNDLþLXV HNYLYDOHQWXV
GXRWDMDP
0DV\YR HOHPHQWDL LPDPL Lã NDLUơV Ƴ GHãLQĊ LU NLHNYLHQDP SULWDLNRPD SRVWǌPLR Ƴ GHãLQĊ RSHUDFLMD




6WDQGDUWLQLDL PRGXOLQơV HNVSRQHQWơV DOJRULWPDL -DYD &DUG SODWIRUPRMH \UD QHHIHNW\YǌV WRGơO PR
GXOLQơV HNVSRQHQWơV RSHUDFLMD EXYR UHDOL]XRWD QDXGRMDQW 56$ ãLIUDYLPR VFKHPą -DYD &DUG SODWIRUPRMH
56$ ãLIUDYLPR LU GHãLIUDYLPR RSHUDFLMRV \UD DWOLHNDPRV QDXGRMDQW VSHFLDOLDL WDP VNLUWą NULSWRJUDILQƳ SUR
FHVRULǐ
 äLQXWơVm ãLIUDYLPDV c = me (mod m)
 âLIUXRWR WHNVWR c GHãLIUDYLPDV m = ed (mod m)
0DWRPH NDG åLQXWơV ãLIUDYLPDV LU ãLIUXRWR WHNVWR GHãLIUDYLPDV \UD PRGXOLQHL HNVSRQHQWHL HNYLYDOHQ
þLRV RSHUDFLMRV äHPLDX SDWHLNWD PRGXOLQơV HNVSRQHQWơV UHDOL]DFLMRV LãWUDXND QDXGRMDQW 56$ ãLIUDYLPR
PHWRGą
_aSm#HB+E2v `TFc





+BT?2`X/Q6BMHUK- Ub?Q`iVy- Ub?Q`iVUe9V- #m7- Ub?Q`iVAaPd3ReXP66a1hn*.hVc
6DQGDXJD PRGXOLX S
.DGDQJL GYLHMǐ VNDLþLǐ a LU b VDQGDXJRV PRGXOLX p UHDOL]DFLMD PLNURSURFHVRULQơMH NRUWHOơMH \UD
QHHIHNW\YL SUREOHPD LãVSUĊVWD QDXGRMDQW 1 O\J\EĊ
(a+ b)2 ≡ a2 + 2ab+ b2 (mod m) 1
,ã ãLRV O\J\EơV JDOLPD QHVXQNLDL LãUHLNãWL (a+ b)2−a2−b2 ≡ 2ab (mod m) $SVNDLþLDYXV NDLUơMH
O\J\EơV SXVơMH HVDQWƳ UHLãNLQƳ JDOLPL GX DWYHMDL
1 l = (a+ b)2 − a2 − b2 UHLNãPơ O\JLQơ
 l = (a+ b)2 − a2 − b2 UHLNãPơ QHO\JLQơ
3LUPX DWYHMX UHLNãPơ SDVWXPLDPD Ƴ GHãLQĊ SHU YLHQą ELWą .DGDQJL l ≡ l + m (mod m) DQWUX DWYHMX
SULGHGDPDV VNDLþLXV m .DGDQJL m \UD QHO\JLQLV VNDLþLXV JDXQDPD UHLNãPơ l +m \UD O\JLQơ 7XRPHW
ML SDVWXPLDPD Ƴ GHãLQĊ SHU YLHQą ELWą

5HDOL]DFLMRV JUHLWLV
1DXGRMDQW VXNXUWą ELEOLRWHNą EXYR UHDOL]XRWD 6WHIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLR YDUWRWRMR
GDOLV PLNURSURFHVRULQơMH NRUWHOơMH 3LOQDV YDUWRWRMR GDOLHV SURWRNROǐ Y\NG\PR ODLNDV  52 VHNXQGơV 1RUV
UHDOL]DFLMD PLNURSURFHVRULQơMH NRUWHOơMH XåWLNULQD GLGåLDXVLą VDXJXPR O\JƳ WRNV ODLNDV QơUD SULLPWLQDV
WRGơO VLǌORPDV PLãUXV YDULDQWDV
 3URWRNROR GDO\V NXULRVH QDXGRMDPDV YDUWRWRMR SULYDWXV UDNWDV DWOLHNDPRV PLNURSURFHVRULQơMH NRU
WHOơMH
 /LNXVLRV SURWRNROR GDO\V UHDOL]XRMDPRV -DYD 0( SODWIRUPRMH
/HQWHOơMH  SDWHLNLDPL VNLUWLQJǐ RSHUDFLMǐ Y\NG\PR ODLNDV




3RVWǌPLV Ƴ GHãLQĊ 0
0RGXOLQơ HNVSRQHQWơ 0
6DQGDXJD 1
,ã OHQWHOơV PDWRPH NDG QHHIHNW\YLDXVLD RSHUDFLMD \UD GDXJ\ED 7DLS \UD WRGơO NDG ãL RSHUDFLMD \UD




 3DVLǌO\WD ULERWRV DULWPHWLNRV IXQNFLMǐ NODVơ GDUEXL VX GLGHOLDLV VNDLþLDLV NXUL UHLNDOLQJD %UDQGV
HOHNWURQLQLǐ SLQLJǐ VFKHPRV UHDOL]DFLMDL ULERWǐ UHVXUVǐ VNDLþLDYLPR DSOLQNRMH
 3DURG\WD NDG ULERWǐ DULWPHWLQLǐ IXQNFLMǐ NODVơ JDOL EǌWL UHDOL]XRMDPD -DYD &DUG SODWIRUPRMH SD
QDXGRMDQW VWDQGDUWLQHV -DYD &DUG IXQNFLMDV
 1XVWDW\WDV RSHUDFLMǐ Y\NG\PR ODLNDV PLNURSURFHVRULQơMH NRUWHOơMH 1XVWDW\WD NDG RSHUDFLMRV DWOLH
NDPRV SDNDQNDPDL OơWDL WRGơO VLǌORPD UHDOL]XRWL WLN Wą YDUWRWRMR SURWRNROR GDOƳ NXULRMH QDXGRMDPDV
SULYDWXV UDNWDV
 $WOLNWD HOHNWURQLQLǐ SLQLJǐ UHDOL]DFLMD NRPSLXWHU\MH LU PRELOLDMDPH WHOHIRQH 9HUWLQDQW ãLRPV UHD
OL]DFLMRPV UHLNDOLQJą ODLNą EXYR ƳYHUWLQWD NDG UHDOL]DFLMD NRPSLXWHU\MH YHLNLD 100 NDUWǐ JUHLþLDX
QHJX WHOHIRQH
 'DUEH DWOLNWD SURJUDPLQơV LU WHFKQLQơV ƳUDQJRV VXVLMXVLRV VX HOHNWURQLQLǐ SLQLJǐ UHDOL]DFLMD PR
ELOLDMDPH WHOHIRQH LU PLNURSURFHVRULQơMH NRUWHOơMH DQDOL]ơ âL DQDOL]ơ JDOơV EǌWL SDQDXGRWD QH WLN
UHDOL]XRMDQW HOHNWURQLQLǐ SLQLJǐ VLVWHPDV EHW LU NLWDV NULSWRJUDILQHV VFKHPDV WRNLDV NDLS PRELOXV
HOHNWURQLQLV SDUDãDV
 $WOLHNDQW SURJUDPLQơV ƳUDQJRV UHDOL]DFLMą GLGåLRML GDOLV SURFHGǌUǐ VXVLMXVLǐ VX SURJUDPLQơV ƳUDQ
JRV NRQVWUDYLPX LU GLHJLPX Ƴ PRELOǐMƳ WHOHIRQą EXYR DXWRPDWL]XRWRV VXNXULDQW VSHFLDOL]XRWXV ƳUDQ
NLXV LU LQVWUXNFLMǐ IDLOXV âLǐ ƳUDQNLǐ GơND VXWDXSRPDV ODLNDV LU SDOHQJYLQDPD NULSWRJUDILQLǐ LU
PDWHPDWLQLǐ PHWRGǐ UHDOL]DFLMD DWHLW\MH
 'DUEH VXULQNWL LU DSUDã\WL NULSWRJUDILQLDL SURWRNRODL PHWRGDL LU VFKHPRV QDXGRWRV UHDOL]XRMDQW 6WH
SKDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ VLVWHPą
1
5(.20(1'$&,-26
äHPLDX SDWHLNLDPRV SUREOHPRV LU SDVLǌO\PDL WROLPHVQLHPV W\ULPDPV
 (OHNWURQLQLǐ SLQLJǐ PRGHOLR UHDOL]DFLMRV JDOLP\EơV QDXGRMDQW 0LUFUR 6' NRUWHOHV VX LQWHJUXRWX
PLNURSURFHVRULXPL
 6WDIDQ %UDQGV PRGHOLR VX GDOXPR SDSLOG\PX DUED NLWR SLQLJǐ GDOXPą SDODLNDQþLR PRGHOLR UHDOL
]DFLMD
 $ULWPHWLQLǐ RSHUDFLMǐ UHDOL]DFLMRV -DYD &DUG 1 DSOLQNRMH DGDSWDYLPDV QDXMDXVLDL 0 YHUVLMDL
 6WDIDQ %UDQGV HOHNWURQLQLǐ SLQLJǐ PRGHOLR FLUNXOLDFLMRV VLVWHPRV UHDOL]DFLMD QDXGRMDQW %OXHWRRWK
DUED 1)& U\ãLR NDQDOXV

3$'Ơ.26
%DLJLDQW GDUEą GơNRMX VDYR GDUER YDGRYXL SURIHVRULXL (OLJLMXL 6DNDODXVNXL Xå YDGRYDYLPą SD
JDOEą LU SDWDULPXV Y\NGDQW W\ULPXV UDãDQW PDJLVWUR EDLJLDPąMƳ GDUEą EHL DSUǌSLQLPą WHFKQLQH ƳUDQJD EH
NXULRV ãLV GDUEDV EǌWǐ QHƳPDQRPDV

/,7(5$7ǋ5$
%UDQGV 6 $ $Q (IILFLHQW 2IIOLQH (OHFWURQLF &DVK 6\VWHP %DVHG 2Q 7KH 5HSUHVHQWDWLRQ 3UREOHP
7HFKQLFDO UHSRUW $PVWHUGDP 7KH 1HWKHUODQGV 7KH 1HWKHUODQGV 1
%XORWD . $OJHEUD LU VNDLþLǐ WHRULMD 9LOQLXV 10
&KDXP ' %OLQG VLJQDWXUHV IRU XQWUDFHDEOH SD\PHQWV $GYDQFHV LQ &U\SWRORJ\ 1 SS 1±0
'ZDUI % +2:72 %XLOG 6LJQ DQG ,QVWDOO 0,'OHWV :HEVLWH 00 ?iiT,ff#`QrM/`7X#HQ;bTQiX
+QKf
(& (0RQH\ 'LUHFWLYH 00110(& :HEVLWH 00 ?iiT,ff2+X2m`QTX2mfBMi2`MHnK`F2if
TvK2Mibf2KQM2vfBM/2tn2MX?iK
0HQH]HV $ - 3 & 2RUVFKRW 6 $ 9DQVWRQH +DQGERRN RI $SSOLHG &U\SWRJUDSK\ &5& 3UHVV 1
2NDPRWR 7 $Q (IILFLHQW 'LYLVLEOH (OHFWURQLF &DVK 6FKHPH ,Q 3URFHHGLQJV RI WKH 1WK $QQXDO ,QWHU
QDWLRQDO &U\SWRORJ\ &RQIHUHQFH RQ $GYDQFHV LQ &U\SWRORJ\ &5<372 ¶ 6SULQJHU9HUODJ /RQGRQ
8. 1 SS ±1
5LYHVW 5 / $ 6KDPLU / $GOHPDQ $ PHWKRG IRU REWDLQLQJ GLJLWDO VLJQDWXUHV DQG SXEOLFNH\ FU\SWR
V\VWHPV &RPPXQ $&0 1 1 10±1
6DNDODXVNDV ( 1 /LVWRSDGVNLV * 6 'RVLQDV . /XNã\V $ .DWYLFNLV .ULSWRJUDILQơV VLVWHPRV 9LWDH
/LWHUD .DXQDV 00
6FKQRUU &3 (IILFLHQW 6LJQDWXUH *HQHUDWLRQ E\ 6PDUW &DUGV - &U\SWRORJ\ 11  11±1
6WHUFN[ 0 % *LHUOLFKV % 3UHQHHO , 9HUEDXZKHGH (IILFLHQW ,PSOHPHQWDWLRQ RI $QRQ\PRXV &UH
GHQWLDOV RQ -DYD &DUG 6PDUW &DUGV ,Q 1VW ,((( ,QWHUQDWLRQDO :RUNVKRS RQ ,QIRUPDWLRQ )RUHQVLFV DQG
6HFXULW\ :,)6 00 ,((( /RQGRQ8. 00 SS 10±110
:DJVWDII 6 &U\SWDQDO\VLV RI 1XPEHU 7KHRUHWLF &LSKHUV &RPSXWDWLRQDO 0DWKHPDWLFV 6HULHV &KDSPDQ
	 +DOO&5& 3UHVV %RFD 5DWRQ )/ 86$ 00





Tm#HB+ biiB+ #vi2() b?Q`ihQ"vi2``vUb?Q`i pHm2V &





Tm#HB+ biiB+ b?Q`i #vi2``vhQa?Q`iU#vi2 () #V &
`2im`M Ub?Q`iV UUU#(k)  yt66V II 3VYU#(j)  yt66VVc
'
Tm#HB+ biiB+ #vi2() Hbm#i`+iU#vi2() - #vi2() #V &
b?Q`i `2- 2- 7- mb2c
#vi2 bQH() 4 M2r #vi2(XH2M;i?)c
mb2 4 yc
7Q` Ub?Q`i B4 Ub?Q`iVUXH2M;i? @RVc B =4 yc B@@V &
2 4 Ub?Q`iV U(B)  yt77Vc
7 4 Ub?Q`iV U#(B)  yt77Vc
`2 4 Ub?Q`iV U2@7Vc
B7 UUb?Q`iV U`2@mb2V I yV &











Tm#HB+ biiB+ #vi2() H//U#vi2() - #vi2() #V &
b?Q`i `2- 2- 7- F22T- mb2- mb2+c
b?Q`i H2M;i? 4 Ub?Q`iV UUXH2M;i? = #XH2M;i?V \ XH2M;i? , #XH2M;i?Vc
#vi2 #bmK()c
#bmK 4 M2r #vi2(H2M;i?)c
mb2 4 mb2+ 4 yc
7Q` Ub?Q`i B4 Ub?Q`iV UXH2M;i? @RVc B =4 yc B@@V &
2 4 Ub?Q`iV U(B)  yt77Vc
7 4 Ub?Q`iV U#(B)  yt77Vc
`2 4 Ub?Q`iV U2Y7Ymb2Vc
mb2+ 4 Ub?Q`iV U`2 f k88Vc
B7 Umb2+ = yV #bmK(B) 4 U#vi2V U`2@k8eVc
2Hb2 #bmK(B) 4 U#vi2V `2c
B7 Umb2+ = yV mb2 4 Rc




Tm#HB+ biiB+ b?Q`i +QKT`2U#vi2() - #vi2() #V &
B7 UXH2M;i? 54 #XH2M;i?V `2im`M Ub?Q`iV UXH2M;i? = #XH2M;i? \ R , @RV
c
7Q` Ub?Q`i B4yc BIXH2M;i?c BYYV &





Tm#HB+ biiB+ #vi2() bm#i`+iU#vi2() - #vi2() #- #vi2() KV &






Tm#HB+ biiB+ #vi2() //U#vi2() - #vi2() #- #vi2() KV &
`2im`M KQ/mHmbUH//U-#V-KVc
'
Tm#HB+ biiB+ #vi2() KQ/mHmbU#vi2() - #vi2() KV &





Tm#HB+ biiB+ #vi2() 2tTU#vi2() - #vi2() 2- #vi2() KV &
#vi2 () ` 4 M2r #vi2(Ub?Q`iV KXH2M;i?)c
_aSm#HB+E2v `TFc




*BT?2` +BT?2` 4 *BT?2`X;2iAMbiM+2U*BT?2`XG:n_anLPS. - 7Hb2Vc
+BT?2`XBMBiU`TF- *BT?2`XJP.1n1L*_uShVc





Tm#HB+ biiB+ #vi2() T/U#vi2() - #vi2() KV &
B7 UXH2M;i? I KXH2M;i?V &
#vi2 () # 4 M2r #vi2(Ub?Q`iVKXH2M;i?)c
liBHX``v*QTvU- Ub?Q`iVy- #- Ub?Q`iV UKXH2M;i?@XH2M;i?V- Ub?Q`iV 
XH2M;i?Vc
7Q` Ub?Q`i B 4 yc BI Ub?Q`iV UKXH2M;i?@XH2M;i?Vc BYYV &






Tm#HB+ biiB+ #vi2() KmHiBTHvU#vi2() - #vi2() #- #vi2() KV &




Tm#HB+ biiB+ #vi2() H27ia?B7iU#vi2() - #vi2() KV &
#vi2 vQm`#vi2``v() 4 M2r #vi2(XH2M;i?)c
liBHX``v*QTvU- Ub?Q`iVy- vQm`#vi2``v - Ub?Q`iVy- Ub?Q`iV XH2M;i?Vc
#vi2 Qp2`7 4 yc
#vi2 HbiQp2`7 4 yc
7Q` Ub?Q`i B 4 Ub?Q`iV UvQm`#vi2``vXH2M;i? @RVc B =4 yc @@BV &











Tm#HB+ biiB+ #vi2() `B;?ia?B7iU#vi2() - #vi2() KV &
#vi2 vQm`#vi2``v() 4 M2r #vi2(XH2M;i?)c
liBHX``v*QTvU- Ub?Q`iVy- vQm`#vi2``v - Ub?Q`iVy- Ub?Q`iV XH2M;i?Vc
#QQH2M Qp2`7 4 7Hb2c
#QQH2M HbiQp2`7 4 7Hb2c
B7 UUvQm`#vi2``v(Ub?Q`iVUvQm`#vi2``vXH2M;i? @RV)  ytyRV 44 ytyRV &
vQm`#vi2``v 4 H//U-KVc
'
7Q` Ub?Q`i B 4 yc B I vQm`#vi2``vXH2M;i?c YYBV &






vQm`#vi2``v(B) 4 U#vi2V UUvQm`#vi2``v(B) === RV % UU#vi2V yt3yV
Vc
' 2Hb2 &
b?Q`i i2bi 4 Ub?Q`iV UvQm`#vi2``v(B)  yt77Vc
i2bi 4 U#vi2V Ui2bi === RVc
















Tm#HB+ +Hbb #`M/bS`Q+2bb &
Tm#HB+ biiB+ ai`BM; QmiTmiUai`BM; H#2H- "B;AMi2;2`() /iV &
ai`BM; Qmic
Qmi 4 H#2HY],$M]c






Tm#HB+ biiB+ "B;AMi2;2` ?b? Uai`BM; KV
&
"B;AMi2;2` KM 4 "B;AMi2;2`Xw1_Pc
a>k8e.B;2bi K/ 4 M2r a>k8e.B;2biUVc
#vi2() `2bmHi 4 M2r #vi2(K/X;2i.B;2biaBx2UV)c
K/XmT/i2UKX;2i"vi2bUV-y-KX;2i"vi2bUVXH2M;i?Vc
K/X/Q6BMHU`2bmHi -yVc
KM 4 M2r "B;AMi2;2`U`2bmHiVc
`2im`M KMc
'
Tm#HB+ biiB+ "B;AMi2;2` ?b?KQ/ U"B;AMi2;2` T- ai`BM; KV
&
1
"B;AMi2;2` K? 4 ?b?UKVc
`2im`M K?XKQ/UTVc
'
Tm#HB+ biiB+ "B;AMi2;2` ?b?* U"B;AMi2;2` T- "B;AMi2;2`() /iV
&
ai`BM; b/i 4 ]]c
7Q` UBMi B4yc BI/iXH2M;i?c BYYV &
b/i 4 b/iY/i(B)c
'
`2im`M ?b?KQ/ UT- b/iVc
'
Tm#HB+ biiB+ b?Q`i KQ/*QKT`2 U"B;AMi2;2` T- "B;AMi2;2` - "B;AMi2;2` #V
&
B7 UX+QKT`2hQU#V 44 yV `2im`M Rc
B7 UTX+QKT`2hQUX//U#VV 44 yV `2im`M Rc
`2im`M yc
'
Tm#HB+ biiB+ ai`BM; T`Q+2bb UV &
"B;AMi2;2` T 4 M2r "B;AMi2;2`U]9kN9Nedj3d]Vc
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